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1. 3aranbHa indgopmanis

Hassa qucrmniinu

OcHoBH ynpasJiiHHs Ki0ep0e3nexkoro

Pix Buknamanus

2022-2023 naBYanbHUH PiK

Po3pobHuKH

CwmipHoB Onekciii AHaTOIHOBUY, JOKTOP TEXHIUHUX HayK, Ipodecop, 3aBiayBau Kadenpu KibepOe3neku Ta IporpaMHOro
3abe3neueHHs L{eHTpanbHOYKpaiHCHKOI'O HalllOHAIBHOT'O TEXHIYHOTO YHIBEPCUTETY

Cxkpunuuk JImutpo Anaromiiiosuy, DevOps Engineer/DevSecOps Engineer (Security Engineer), MIF Projects
Konomminpka-Cnobonentok Oxcana KoctsaHTHHIBHA, BUKIagau Kadeapu KibepOe3neku Ta MporpaMHoro 3a0e3neyeHHs
IleHTpasbHOYKpPATHCHKOTO HAIlIOHAJIBHOI'O TEXHIYHOTO YHIBEPCUTETY

Buxknanau

Jlextop — CmipHOB Ounekciii AHaTonifioBHY, JOKTOp TEXHIYHMX HaykK, mpodecop, 3aBinyBau kadenpu kKidepOesnmeku Ta
MPOTrpaMHOTO 3a0€3MEeUCHHS,

http://kbpz.kntu.kr.ua/smirnov-oleksii/

https://www.scopus.com/authid/detail.uri?authorld=57208667815
https://scholar.google.com.ua/citations?user=-eNGIFOAAAAJ&hI=ru
https://publons.com/researcher/1753507/oleksii-smirnov/

http://orcid.org/0000-0001-9543-874X

https://www.researchgate.net/profile/Smirnov_Oleksii

Acucrtent — Konominpka-Cnoboaentok Okcana KoctssHTHHIBHA, BUKIagay Kadeapu kibepOesneku Ta mporpaMHoOro
3a0e3IeUueHHS,

http://kbpz.kntu.kr.ua/konoplickay-oksana/

https://scholar.google.com.ua/citations?user=1l6 VRWKcAAAAI&hl=ru

KonTaktauit renedon

ciyx6oBHuit: (0522)390-449 — po6oui aui 3 8% go 14%
Mobinbai Tenedonn/Viber/Telegram HagaHo y omuci kypcy «OCHOBH ynpaBiliHHS KiOepOe3neKo» Ha cepBepi
nuctaHiiiaoi ocsitu [THTY.

E-mail:

VY ommci kypcy «OcHOBH ynpaBIliHHS KiOepOe3nekow» Ha cepBepi auctaHiiitnoi ocitu [ITHTY.

Koncynprarmii

Ouni KoHcyIbmayii 3TiAHO Po3Kiagy KoHCybTaniil Bisropok ta Cepena 3 14%° no 15%
Onnaiin koncyromayii 3ac00aMu eJeKTpoHHOI1 momith, MecceHkepiB (Facebook-Messenger/Viber/Telegram) y po6oui ai

2. AHoTauis AUCHUILTiHA

Kypc «OcHoBu ynpasiiiHHS Ki0epOe3nekow» NpH3HaueHUH i1 HaOyTTsS TEOPETUYHUX 3HAHb Ta MPAKTUYHUX HABUYOK 3 MHUTaHb 3a0e3MeyYeHHs
kibepOe3neku. Brimrouae B cebe HAOYTTS HACTYITHUX TEOPETUYHUX 3HAHB: 3aKOHOJaBYa Ta HOPMATHBHO-TIpaBoBa 0aza YkpaiHu B raiy3i iHpopmariiiiHoi Ta
/abo kibepbOe3mneku; MiXKHAPOJIHI CTaHAAPTH B ramysi iHpopmaiiftHoi Ta /abo kibepOe3neku; IHCTpyMEHTANIbHI Ta MPUKIAIHI 3aCTOCYHKH B iH(GOpMaIliiHil
Ta/abo kibepOesmerni; MeToaw i 3aco0u oOpoOKM iH(pOpMAIii; omepamiiiHi cucTeMHu; Mojeii Oe3meku B iHpopMamilHiA Ta/abo kibepOesmeri; 3aXuCT
iHpopmauii, mo o6pobaserscs Ta 30epiraerbes B IKC; mporpamui Ta mporpamuo-anapartHi komiiekcu 331; BigHoBineHHs ¢yHkuioHyBaHHs IKC micns
peadizanii 3arpo3, 31iicHeHHs Kibeparak, 300iB Ta BiIMOB Pi3HHX KJIAaciB Ta MOXOKEHHs; MOHITOPHHT mpoueciB ¢pyHkmionyBanHs [KC; mexanizmMu Oe3mexn
KOMI'IOTEPHUX MEPEX; MPOEKTyBaHHs, CTBOpeHHs, cynpoin KC3I; Monemi 3arpo3 Ta Mozeni MOpYyIIHMKA; OLiHKA 3axuiieHocTi iHpopmauii B IKC;
ynpapiiHHsa iH(popMaliiiHoro Ta/abo KibepOesnekor; aymut iH(opMaLidHOT Ta/abo KiOepOe3neKu; CHMETPUYHI KPUINTOCHCTEMHU; ACHMETPUYHI
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KPUNTOCHCTEMH; KpUNTorpadiuHi nmpoTokonw; mudposa creraHorpadis; TexHiyHuA 3axucT iHGopMmarii. Ta HaOyTTd HACTYNMHUX NMPAKTUYHUX HABHUOK U
BMiHb 3 KiOepOe3meku, ajisi 4oro BMIiTH: Posropratu omepariiiiHy CHCTeMY JJIS NPOBEICHHS ayAuTy KiOepOe3reKd KOMIT IOTEPHHX MEpPEX Ta CHUCTEM.
BukopucToByBaTH 1HCTpYMEHTH MPHUXOBAHOTO 300py TeXHIYHOI iH(pOpMalLii 3 KoMIT I0TepHOi cucteMu abo Mepexi. JlocmipKyBaTu ypa3iIuBOCTI CUCTEMHU
ab0 Mepexi 3a JOMOMOTOI0 CITeIialli30BaHOT0 CKaHepa ypaznmuBoctei — Nessus. BuzHauatu ypasznuBocTi BeO-pecypciB Ta BeO-3acToCyHKIB. KopucTtyBaTucs
ckaHepoM ypaznuBocteit — Vega. Illykatu ypa3nuBocTi Ta 4yTTeBY iH(OpMAIiI0 y BIIKPUTHUX pecypcax 3a I0omoMoror 3acody Maltego. KopucryBatucs
cuipepamu. KopucryBatrcs 3aco00M JOCTIKEHHsS ypasnuBocTedl OesmpoBimuux wmepesk  Wi-Fi — Aircrack-ng.  Posropratu  pen-test  cramii.
[MixroroBiroBatu 10 podotn Metasploit Ta postgresql. 36uparu indopmanito 3a nonmomororo Metasploit. Illykaru ypasnuBocTi 3a gonomororo Metasploit.
KopucryBarucst enkonmepom. ExcrumoaryBatu ypasmuBocti. KopucTyBaThcs MOCT-eKcIUIoaTaiiero. BiAmoBiHO oO3HaueHEe € MpeaIMeToM HaBYaIbHOI
mucuuIutiad «OCHOBH yTIpaBIIiHHS KiOepOe3meKoio».

3. MeTa i 3aBaaHHs AUCHUILTIHA

MeTorw BUKJIAAAHHA AUCHUILTIHU «OCHOBH ympaBiiHHS KibepOe3nekoro» € GopMmyBaHHsS y 3100yBadiB BHUINOI OCBITH IPYHTOBHUX TEOPETHUYHUX
3HaHb, MPAKTUYHUX YMIHb Ta HABUYOK, HEOOXITHUX JIJIs 3aCTOCYBaHHsI B podeciitHii AisutbHOCTI y cdepi KibepOesneku.

OCHOBHMMY 3aBJaHHSIMU BUBUCHHS JUCIHUILUTIHYU € (DOPMYBaHHS HACTYITHUX KOMIIE€TEeH !

— 3/1aTHICTh 3aCTOCOBYBATH 3HAHHS y MIPAKTUYHHUX CUTYAIlIsIX.

— 3HaHHA Ta PO3YMiHHS MIPEIMETHOT 00J1aCTi Ta po3yMiHHS mpodecii.

— 3aTHICTh 3aCTOCOBYBATH 3aKOHOJaBUYy Ta HOPMaTHBHO-TIPABOBY 0a3y, a TAKOXK JIEpP’KaBHI Ta MXKHAPOIHI BUMOTH, TPAKTHKH 1 CTAHJAPTH 3 METOIO
31iCHEeHHs podeciiiHol MisUTbHOCTI B Tay3i iHpopMarliifHoi Ta/abo KibepOe3neku.

— 3/aTHICTh 10 BUKOPUCTAHHS iH(POpMaIiHHO-KOMYHIKAI[IHHUX TEXHOJIOT1H, CydacCHUX METOIIB 1 Mojiesielt iHdopmarliitHoi 6e3neku Ta/abo
KibepOe3neKu.

— 3/aTHICTH 10 BAKOPUCTAHHS MTPOTPaMHUX Ta MPOTPaMHO-aNapaTHUX KOMILUIEKCIB 3ac00iB 3axucTy iHdopmMarlii B iHpopMaIiifHO-
TEJICKOMYHIKAIIMHUX (aBTOMaTHU30BaHUX) CHCTEMaX.

— 31aTHICTh 3IHCHIOBATH NIPOIICTypH YIPABIiHHS IHI[UICHTAMHU, IIPOBOJAMTH PO3CJIiTyBaHHs, HaJaBaTH M OIlIHKY.

— 3/1aTHICTh 3aCTOCOBYBATH METOJU Ta 3aCO0M KPUNITOrpadiIHOTO Ta TEXHIYHOTO 3aXUCTY

4. ®opMaTt TUCHHUILTIHA

Jlist mennol dopMy HaBYAHHS
Buknaganus kypcy nepen0avae Uisi 3aCBOEHHSI AUCUMIUTIHM TPAIUIliHI JEKIIHHI 3aHATTSA 13 3aCTOCYBaHHSM MYJIbTUMENIMHUX MpE3eHTallii, y
MO€THAHHI 3 JTA0OPATOPHUMU 3AHATTIMHU.
dopmar ounnii (Face to face)

JUg 3204901 hopMH HABYAHHS
ITix gac cecii popmar ounnii (Face to face), y mikceciiiuuii nepioa — qucranmiiauii (online).

5. Pe3yJbTaTH HABYAHHA
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V pe3ynbTaTi BUBYCHHS JUCHUILTIHU CTYACHT IIOBUHEH 3a0€3MeUNTH HACTYITHI MPOrpaMHi pe3yJbTaTH HABYAHHS

— rOTYBaTH MPOIMO3UIi O HOPMAaTHBHUX aKTIB 1 JOKYMEHTIB 3 METOI0 3a0e3le4YeHHs BCTAHOBJICHOI MONITUKM iH(opMauiiHOi Oe3neku i \abo
KibepOe3neku;

— pO3po0JIATH NPOEKTHY JOKYMEHTAllil0, I0AO0 IMPOTrpaMHUX Ta MPOrpaMHO-aapaTHUX KOMILIEKCIB 3aXHCTy 1H(OpMauiiHuX, iHGopMaliiHo-
TEJIEKOMYHIKallIHHUX (aBTOMAaTU30BaHUX) CUCTEM;

— BUKOHYBATH aHaJIi3 peajizallii NpuiHATOI MOTITHKH 1HPOopMaIiiHOi 1 /abo KibepOe3neKkH.

— 3711licHIOBaTH NpodeciiiHy AISITBHICTD HA OCHOBI 3HAHb CyYacCHHUX 1HPOPMaLiHHO-KOMYHIKALIHHIX TEXHOIOT1i;

- pO3po0IIATH Ta aHai3yBaTH MPOEKTU 1H(OpPMAIiIIHO-TeIeKOMYHIKAlIMHUX cHCcTeM 0a3ylouuch Ha CTaHAAPTH30BAHUX TEXHOJIOTIAX Ta MPOTOKOJIAX
nepeaadi 1aHuXx;

- 3aCTOCOBYBATH B MpOQeciiiHiil AIsITbHOCTI 3HAHHSA, HABUYKH Ta MPAKTUKH, II0JI0 CTPYKTYp CYYacCHHUX OOUYHUCIIIOBAJIBHHUX CHCTEM, METOJIB 1 3ac00iB
00poOKku iH(DOpMaIlii, apXiTeKTyp ONepaliifHIX CUCTEM;

- 3A1MCHIOBATH 3aXHUCT PECYpPCiB 1 MpoIeciB B 1HGOPMAIIHO-TEIEKOMYHIKAIIMHUX CHCTEMaxX Ha OCHOBI Mojelnel Oe3neku (KIHIIEBUX aBTOMATIB,
ynpaeninasa norokamu, Bell-LaPadula, Biba, Clark-Wilson, ta inmii), a Takox BCTaHOBICHHX PEXHMIB O€3MEYHOTO (YHKLIOHYBaHHS iH(OpMAIliiHO-
TEJCKOMYHIKAI[IHHUX CHCTeMaXx;

— BUKOHYBATH aHai3 MPOrpaMHOro 3a0e3MeueHHs] 3 METOK OLIHKM Ha BiAMOBIIHICT, BCTAHOBJICHUM BHMOraM iHQopMarliiiHoi i\abo kibepOe3mneku B
iHpOopMaliifHO-TeIeKOMYHIKaLIHHIX cHCTEeMaX.

- 3a0e3rmeyyBaTH MPOIECH 3aXHCTy 1H(OPMAIIHO-TEIEKOMYHIKAIIHHAX (aBTOMATH30BaHMX) CHCTEM IUISXOM BCTAHOBJEHHS Ta KOPEKTHOI
eKCIUTyaTallii mporpaMHUX Ta MPOTrpaMHO-arapaTHUX KOMILUIEKCIB 3aC001B 3aXUCTY;

—3a0e3nedyBaTi (YHKIIOHYBAaHHS CHELIaJbHOIO MPOrpaMHOro 3a0e3NeueHHs, MI0JI0 3aXUCTy JaHUX Bl PYHWHYIOUMX NPOTrpPaMHUX BIUIUBIB,
pyHHYyI0OUNX KOAIB B iHOpMaliiHUX, IH)OpMaLIfHO-TeIeKOMYHIKAIlIHHUX (aBTOMAaTH30BaHUX) CUCTEMAX;

— BUKOHYBATH PO3pOOKY EKCIUTyaTaliifHOi JOKyMEHTAIlil Ha KOMIIJIEKCIiB 3aC001B 3aXHUCTY.

— BUpPINTYBaTH 3aJadi TMOMEPEDKEHHS Ta BUSABICHHS, iAcHTHdIKAIli, aHaNi3y Ta pearyBaHHS Ha IHIMJISGHTH B iHopMmariiiHux, iH(opmalliiHo-
TEJICKOMYHIKaIIMHUX (aBTOMATH30BAHKX ) CHCTEMAX;

— MPOBOAMUTHU PO3CIIiAyBaHHS IHUMACHTIB 1HPOpMaLiitHOi O6e3neku Ta/abo kibepOe3neku 6a3yrounch Ha HALIOHAJBHUX Ta MIKHAPOJHUX PETYIIOIYNX
aKTax, Ipoleaypax Ta MOJOKEHHIX B cdepi iHpopMaIliitHoi Oe3nekn Ta/abo Kibepoe3neku;

— 3a0e3mevyyBaTH JOTPUMAaHHS MOJITUKY BEICHHS JKypHAIIB PeeCTpallii Mol Ta iHIUACHTIB 3 BCTAHOBJICHUM PiBHEM JleTalli3allil;

— aHaJII3yBaTH Ta BU3HAYATH MOKJIMBICTh 3aCTOCYBAaHHS TEXHOJOTIH, METO/IIB Ta 3ac00iB KpunTorpadiuHoro 3axucTy iHdopmariii;

— aHaJi3yBaTH Ta BU3HAYATH MOXKIIUBICTh 3aCTOCYBaHHS TEXHOJIOTiH, METOIB Ta 3aCO0IB TEXHIYHOTO 3aXKCTy iH(OpMAIIii;

— BUSIBIIATH HEOC3MCYHI CUTHAIN TEXHIYHHMX 3aC001B;

— BUMIPIOBAaTH IMapaMeTpyu HEOE3MEYHWX Ta 3aBaJIOBUX CHUTHAJIB TiJ] 4aCc IHCTPYMEHTAJIBHOTO KOHTPOJIIO 3aXHUINEHOCTI iHQopMarlii Bil BHTOKY
TEXHIYHUMHU KaHAJIAMU;

— BU3HA4YaTH €(EeKTUBHICTh 3aXUCTy iH(opmaiii BiJ BUTOKY TEXHIYHMMH KaHaJaMHU BIANOBIIHO A0 BUMOT HOPMATHBHHUX JOKYMEHTIB CHCTEMU
TEXHIYHOTO 3aXHUCTy iH(popMmaIlii;

— IHTepIpeTyBaTH pe3yJbTaTH TMPOBEJCHHSA CHELiaJbHUX BHUMIPIOBAaHb 3 BHUKOPUCTaHHAM TEXHIYHHUX 3ac00iB, KOHTPOJIO XapaKTEPUCTHK
iH(pOopMaLiHHO-TETIEKOMYHIKAIIIHHUX CUCTEM BiMOBIAHO O BUMOT HOPMATUBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXUCTY iH(MOopMallii;

— OOTPYHTOBYBATH MOKJIMBICTh CTBOPEHHS TEXHIYHUX KaHAIIB BUTOKY iH(popMarlii Ha 00’ ekTax iHpOpMaIiifHOI TisSUTBHOCTI;

— BIPOBAJKYBATH 3aX0U Ta 3aCO0M TEXHIYHOTO 3aXUCTY iH(pOopMalii BiJl BATOKY TEXHIYHUMHU KaHAJIAMH.



6. O0cHAr THCHUILTIHA

O3Haka TUCHMILIIHYA, B/ 3aHATTA KinpkicTh roaun
CrieniaJibHICTb 123 Komm’1oTepHa iHXeHepis
KinpKicTh KpeauTiB/rouH 6/180

1 cemectp — 2 Moxyii

KinbKicTh 3MICTOBHX MOJTYJIiB )
2 cemecTp — 2 Moy

HopmaruBra/BubipkoBa HOpMaTHBHA
° [
nabopaTopHi 28 ; zzng;g: ﬂ
camocTiiiHa poboTa 80 % gzxzzg : gg

1 cemecTp — 3aliK.

Bun miacyMKoBOTO KOHTPOITIO
JLTIACY P 2 cemectp — ek3ameH — 30.

7. llpepekBizuTn

Jlucuuriiina BUBYAETHCS IMICHIS HACTYITHUX TUCIMILTIH: « Bumia maremaTtukay, «bazoBi MeTO0JI0Ti Ta TEXHOJIOT1T IPOTpaMyBaHHS.



8. TexHiuHe i mporpamMue 3a6e3ne4yeHHs1/001aTHAHHS

IIporpamue 3a0e3neyeHHs BinbHue 113 um Hi MarepiaibHo-Texiime
3a0e3neyeHHs

OpenOffice Bepcii 4.1.7, ninensiss LGPL, BiJIbHE JlekuiiiHi 3aHATTS
Google Chrome, Bepcis 80.0.3987.162, minensis EULA BIJIbHE poBoAAThCS y aya. 500
Be6-noprain «3akoHonaBcTBO YKpainmy, https://zakon.rada.gov.ua/ BIJIbHE 001aIHaHOI0 MYJTBTUMENIHHUM
Be6-nopran «EnekTponHa 610;1i10Teka HOpPMaTUBHUX JOKYMEHTIBY npoektopoM Epson EB-X41.
http://online.budstandart.com/ua/catalog/klassifikator- BiIbHE JIabopatopHi poOOTH
minregionstroya/10. dstu (derzhavnyi 23691.html BHUKOHYIOTBCS Y JIaOOpaTOpisiX
Be6-nopran «Crangapru ISO/IEC» https://www.iso.org/standards.html BiJIbHE kadenpu kibepbe3neku Ta
Kali Linux miriensist GNU GPL https://www.kali.org/ BIJIbHE IPOrPaMHOro 3a0e3MeuCHHS,
VirtualBox Bepcii 6.1.38 ninensis GNU GPL 2 https://www.virtualbox.org/ BiJIbHE (ayn 501, 505, 507, 508, 517),
Nmap Bepcii 7.93 https://nmap.org/ BLIbHE 3 BIZIKPUTOIO 6E3/(pOTOBOIO
Nessus Bepcii 8.2.3 ninensis: 6e3komToBHO npotsroM 7 auis https://www.tenable.com/try YMOBHO BinpHe | MEPEKCIO Wi-Fi, BitbHEM
Vega ninensis: 6esxomrosHo https://subgraph.com/vega/ BiJIbHE JI0CTynoM 110 THTepHeTy.
Maltego Bepcii 4.2.11 ninensis: 6e3K0MITOBHA OJHOpIYHA TileH31a Maltego A akageMiqHuX 1 .
HEKOMEPINHHUX JociiaHukiB https://www.maltego.com/academic-non-profit/ YMOBHO BUIBHE
WireShark Bepcii 3.7.1. minensis GNU GPL 2+ https://www.wireshark.org/ BilbHE
Aircrack-ng Bepcii 1.5.2. minensisst GNU GPL https://aircrack-ng.org/ BiJIbHE
Metasploit Bepcii 6.0.1 minensis GNU GPL https://www.metasploit.com/ BiJIbHE

9. ITosiTHKA QUCHUIIIHA

AxaziemiuHa T0OPOYECHICTD:

OuiKyeThCsl, IO CTYAEHTH OyAyTh JOTPUMYBATUCS MPUHIUIIB aKaJIeMiuyHOi T0OpOYECHOCTI, yCBIIOMITIOBATH HACHIAKY 11 mopymeHHs. [letanbHime 3a
nocwitanasM URL : http://www.kntu.kr.ua/doc/dobro.pdf

Ha mepriit nekmii 3m100yBauam ocBiTH JOBOASATHCS mojoxeHHs CtaTTi 42. AkaneMigyHa 100podecHICTh, 3akoHy Ykpainu «IIpo ocBiTy»

BiaBinyBaHHS 3aHITh

BinBimyBaHHS 3aHATH € BAKIMBOKO CKJIAIOBOIO HaBuaHHs. OUiKy€eThCs, M0 BC1 CTYACHTH BiBITAIOTH JICKIIIT 1 IaOOpaTOpHIi 3aHATTS KypCy.

[TpomymieHi 3aHATTS MOBUHHI OYTH BiANpanbOBaHi HE Mi3HIIIE, HIK 3a THXKICHB 110 3a11KOBOI cecii.

[ToBemiHKa HA 3AHITTIX

HenonycTtumicTs: 3ami3HeHb Ha 3aHATTS, CIMCYBAaHHS Ta IUIariaT, HECBOE€YaCHE BUKOHAHHS MOCTaBJICHOIO 3aB/IaHHS.

[Tpu opranizariii ocBiTHROTO Tporiecy B LleHTpambHOYKpaTHChKOMY HAIlIOHAIbBHOMY TEXHIYHOMY YHIBEPCUTETI CTYJEHTH, BUKJIadadl Ta aJIMIHICTpaIlist
IifoTh BiAnoBigHO a0: ITojoxeHHA Mpo oprasi3aimilo OCBITHROTO mporecy; [lomokeHHs mpo oprasizailiro BUBYEHHS HABYAJbHUX AMCLUIUIIH BIJIBHOTO
BrOOpY; [lonoxxeHHs mpo pyOLKHUI KOHTPOJIb YCIINIHOCTI 1 ceciiiny atecTarito cryaeHTiB LIHTY, Kogekcy akanemiunoi qodpouecnocti [THTY.
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10. HaB4aJIbHO-MEeTOAMYHA KAPTAa TUCIUITiHI

1 cemecTp

Tema, 0CHOBHI NUTaHHSA

Tuxnenn, .o dopma . .
(po3kpusatomu 3micm i € . . Jlireparypa, Camocriiina po6ora .

aara, . . AIAIBHOCTI . . co . Bara Tepmin
. . | opienmupamu 013 niocomosku 00 Marepiaan |iHdopmaniiini 3aBaanus, .
akajaeMiuHi . (3aHATTNA) OI[iHKH | BUKOHAHHS
MOOYILHO20 [ NIOCYMKOB020 pecypcu 00csAT roguH
TOAUHU /dopmar

KOHMPO.Ii0)

3micToBHUIT MOayJb 1. YKpaiHChbKe Ta MiZKHAPOAHE 3aKOHOIABCTBO B rajy3i ingopmauiiinoi Ta /a6o kioep0Oe3nexu, MeToau i 3acoom 00podku
iHopMauii, onepauniifHi cucTeMu, Moaei 0e3neKn

Twx.1
(3a
PO3KJIAIOM)
(2 rom.)

Tema 1. YkpaiHcbKe Ta
MIiKHApO/JHE 3aKOHOAaBCTBO B
rany3si ingopmauiiinoi Ta /a6o
Ki0epOe3nexu

3akoH Ykpainu «IIpo ocBiTy».
CrarTa 42. AkageMiyHa
MOOPOYECHICTD.

3aKOHOJaBYa Ta HOPMATUBHO-
npaBoBa 0aza YKpaiHu B ramysi
iH(popMaliiiHOT Ta /a0
KiOepOe3neKu:

(3Y mpo iadopmariito, mpo
HAyKOBO-TE€XHIYHY 1H(pOpMAILIiIO.
3V «llpo 3axuct iHdpopmaii B
iHpopMaLiiHO-
TEJICKOMYHIKAIIHHUX CHCTEMaX).
3V «IIpo noctyn o myOiiuHOi
indopmartii». 3Y «IIpo nepxaBHy
raeMHUIIO». 3Y «IIpo ocHOBHI
Bacamu 3a0e3leueHHs
kiOepOe3neku YKpaiHm».
[locranoBa KMV Bifg 19 uepBHs
2019 poky Ne 518 «IIpo
3aTBEPKCHHS 3arajlbHUX BUMOT
o kibep3axucty 00’ €KTiB

KPUTUYHO1 1HQPACTPYKTYPH.)

Jlekwis /
Face to face

[IpesenTaris

[1-7]
[31-40]
[118]

CamocTiitHO OIpaltoBaTi
Marepiai:
Po3rnsHyTH 3aKOHOAAaBYO-
HOPMAaTHBHY 0a3y, 11010
3abe3neueHHs kibepOesneku B
VYkpaiHi.

(2 rom.)

4 6anu

CamMmocriliHa
pobota a0 2
THKHS
BKJIFOYHO




Twxk.2  [Tema 1. YkpaiHcbke Ta Jlextist / [IpesenTarist [1-7] CaMoOCTiiftHO ompaIroBaTu 4 6amm | CamocriiiHa
(3a MisKHAPOJAHE 3AKOHOIAaBCTBO B Face to face [118] MaTepiai: pobota 1o 2
po3kianoM) [raiy3i indpopmaniiinoi Ta /a6o JlocmiguT MXKHApOHI CTaHIAPTH| THKHS
(2rom.) |kiGepOe3mexn B raiy3i iHdopMmariitHoi Ta /abo BKJIIOUHO
MixHapo/HI CTaHAAPTH B raitysi ki0epOe3nexu
iHpopMariitHoi Ta /abo (2 ron.)
Ki0epOe3neKu:
(Pernmamentu €C B ramysi
ki0epoesneku. JICTY ISO 27001)
Twxk.1,2  [Tema 1. JlaGopatopna| MeroanyHi [116-118] CamocTiitHO OIpaltoBaTu 8 6aniB | CamocrTiiiHa
(3a Posropranss onepauiiHoi pobota/ | pexoMeHnarii MaTepia: pobota 10 2
PO3KJIaI0M) [CUCTEMH IS IPOBeieHHs ayauty | Face to face Po3sropuyTtu onepauiiiHy cucTeMu THKHSA
(2ron.)  [kiGepOe3nexku KOMIT FOTEPHHUX JUISl IPOBEJICHHS Ay IUTY BKJIFOYHO
MEepex Ta CUCTEM KiOepOe3neKu KoMIT I0TepHUX
MEpPEeX Ta CHCTEM
(3rox.)
Tux.3  [Tema 2. IHcTpymMeHTAJIBHI Ta Jlexis / [IpesenTaris [1-7] CaMoCTIifHO OTIpaIfoBaTu 4 6amu | CamocTiiiHa
(3a NPUKJIATHI 32CTOCYHKH B Face to face [9-12] MaTepiai: pobora 1o 4
poskiazoM) [indopmaniiiniii Ta/ado [118] JloCmiAuTH IHCTPYMEHTANIbHI Ta THOKHS
(2ronm.) |kibepOe3meni Ta MeTOIH i 3ac00H MIPUKJIAIHI 3aCTOCYHKHU B BKJIFOUHO

00po0xu indgopmanii
[HCTpyMEHTaJIbHI Ta MPUKIATHI
3aCTOCYHKH B 1H(QOpMaIliiiHiil
Ta/abo kibepbesmerri.

(Mepesxesa moaens OSI. OcHoBHI
npotokonu creky TCP/IP.
Bipryanizauist (IpUHIMIIH,
rinepBizopu). ApxiTekTypa

KOMIT FOTEPIB.)

iHpopMariiiHii Ta/abo
kibepOe3meri
(2 roxm.)




Twx.4
(3a
pO3KIIaIoM)
(2 rom.)

Tema 2. IncTpymMeHTAIBHI Ta
MPUKJIATHI 3aCTOCYHKH B
iHopManiiiniil Ta/ado
Kki0epOe3neni Ta meToau i 3acoomn
00poOku indgopmanii

Metoau i 3aco6u 06poOKu
iH(pOopMaii:

(ExoHOMHE KOJTyBaHHS:
KomyBaHHs MeTooM llleHHOHA-
dano, anropur™m Xaddpmana.
3aBagocTiiiki koau: [IpuHnunm
3aBaJJOCTIHKOr0 KOAyBaHHS.
(OCHOBHI XapaKTepUCTUKU
3aBaJOCTIMKUX KOIB.
Kiacudikarist 3aBaioCTIHKIX
KOIiB. MaTeMaTUYHUNA OITHC
MpoIiecy KOTyBaHHS 1
nexoayBaHHs, bio4Hi niHiHHI
komu. Komu Xemminra, ukmiuni
KOJIA. YKOPOYEHI ITUKIIIYHI KOJIH.
Komu boy3a-Hoyaxypi-
Xoksiarema. Koxau Pima-
Conomona. Koy daiipa)

Jlekuis /
Face to face

[Ipesenraris

[1-7]
[17]
[118]

CamocrTiiftHO omparoBaTu
MaTepiai:
JlocaiiuTi METOIH 1 3aco0H
00poOku iH(popMmartii
(2 rom.)

4 bamn

CamocTiliHa
pobora 1o 4
THKHS
BKJIFOYHO

Twxk.3,4
(3a
PO3KJIAZIOM)
(2 ron.)

Tema 2.

[HCTpYMEHTH IPUXOBAHOTO 300py
TeXHIYHOT iH(opMmarii 3

KOMIT IOTEPHOT CUCTEMH 200
Mepexi

JlaGopaTopHa
pobora /
Face to face

MeroanyHi
peKoMeHarii

[116-118]

CamocTiitHO OIpaltoBaTu
Marepiai:
Po3ropHyTu iHCTpyMEHTH
MIPUXOBAHOT0 300py TEXHIYHOI
iH(pOopMaIlii 3 KOMIT IOTEPHOT
cucTeMu abo Mepexi
(3rom.)

8 OaniB

CamMmocriiiHa
pobota 10 4
THKHS
BKJIFOYHO

10




Twk.5  [Tema 3. Onepauiiini cucremu ta |  Jlekuis / [IpesenTarist [1-7] CaMoOCTiiftHO ompaIroBaTu 4 6amm | CamocriiiHa
(3a MojeJIi 0e3neKu B Face to face [118] MaTepiai: pobota 10 6
po3kianoM) findopmaniiiniii Ta/a6o JocnianTu 3aXUCHI MEXaHI3MH THKHS
(2ron.) |kibepOe3nmeni oTepariiHuX CUCTEM BKIIFOUHO
OmnepaliifHi CHCTEMHU: (2 rom.)
(ApxiTekTypa onepariiiHux
cucteM. [Iporecu 1 mOTOKHM B
OIepaliiHUX CUCTEMaX.
KepyBanns mam’sITTIO B
ornepariiHux cuctemax. daitnosi
CHUCTEMHU. 3aXHUCHI MEXaHI3MHU
ornepaniiaux cucrem (Unix,
Windows Server 2022, Windows
10/11))
Twxk.6  [Tema 3. Onepauniiini cucremu ta |  Jlekuis / [Ipesenraris [1-7] CaMOCTIifHO OTpaIfoBaTH 4 6amn | CamocTiiiHa
(3a MojeJii 0e3neKu B Face to face [118] MaTepiai: pobota 110 6
po3kianoM) findopmaniiiniii Ta/a6o Jocniauty Mozaeni 0e3neKy B THKHS
(2ron.) |kibepOe3nmeni iH(popMariliHii Ta/abo BKIIFOUHO
Mogpemi 6e3nexu B iHpopMaIiiHii KibepOe3merri
Ta/abo kibepOesmeri: (2 rom.)
(ACTY ISO/IEC 15408. Monenb
nopyurHuka. MoJiens 3arpos.
Mojienb Bpa3JIuBOCTEH)
Twx.5,6 [Tema 3. JlaGopatopHa| Meroanysi [116-118] CamocTiitHO OIpaltoBaTu 10 6aniB | CamocriiiHa
(3a JlocikeHHs ypa3muBOCTeH pobora/ | pexomeHmaari Marepiai: pobota 10 6
PO3KJIaIoM) [cucTeMu abo Mepexi 3a Face to face [TpoBecTu poCiIKEHHS THXKHS
(2rox.)  pIONOMOTOXO CIEliani30BaHOro ypa3nuBocTeil cuctemu abo BKJIFOUHO
ckaHepa ypasznuBocteit — Nessus Mepexi 3a JOMOMOTOI0
CIIeNiali30BaHOTO CKaHepa
ypasnuBocteit — Nessus
(3 ron.)
MaxkcuManbHa KUTBKICTh 0amiB 3a 3MicToBUM MosyneM 1| 50 6ani

11




3micToBHUI Moayab 2. 3axuct iHpopmanii, 10 00podasieTbes Ta 30epiraersest B IKC, nporpamui Ta nporpamuo-anapartsi kommiexkcu 331,
Bi/ITHOBJICHHSI Ta MOHITOPUHI npoueciB pynkuionyBannsa IKC, mexanizmu 0e3nekn KOMII'IOTEPHUX MePeK, IPOCKTYBAHHS, CTBOPEHHS, CYIIPOBIN
KC3I, moaeai 3arpo3 Ta MmojeJii nopynmHuka, oninka saxumeHocti ingopmaunii B IKC

Twux.7
(3a
PO3KJIAIOM)
(2 rom.)

Tema 4 3axuct indopmanii, o
00po0JIsieThCA Ta 30epiracrbes B
IKC, nporpamMHi Ta nporpamHo-
anapaTtHi komiexkcu 331
3axucT iH(opMarlii, o
00po0IIsieThCs Ta 30€epiraeThes B
iHpopMaLiiHO-
TEJICKOMYHIKAIITHUX CHCTeMax
(IKC):

(ITpouenypu ineHTH}IKALIT,
aBTEHTH(iKallii, aBTOpU3aLii
KOpPHUCTYBayiB. 3aXHUCT PECYPCIB 1
npoiieciB B iH(popMalliifHo-
TeJIEKOMYHIKAIITHUX CHCTeMaxX Ha
OCHOBI Mojiesiel 6e3nexu
(KIHIIEBUX aBTOMATIB, YIIPaBJIiHHS
rnmoroxkamu, Bell-LaPadula, Biba,
Clark-Wilson, ta immi).
PesepByBanHs iHpOpMaLii Ta
kommoHeHTiB [KC).

Jlekwis /
Face to face

[IpesenTaris

[1-7]
[118]

CamocTiitHO OIpaloBaTi
Marepiai:

JIOCIIiIUTH MUTAHHS 3aXUCTY
1H(popMmallii, 1o o0poldIIseThCS Ta
30epiraeTbes B IKC
(2 rom.)

4 Gan

CamMmocriliHa
pobota a0 8
THKHS
BKJIFOYHO

Tux.8
(3a
PO3KIIAIOM)
(2 rom.)

Tema 4 3axuct indgopmanii, mo
00po0JIsieThCA Ta 30epiraerbes B
IKC, nporpaMHi Ta nporpaMmHo-
anapatHi komiiexkcu 331
[TporpamHi Ta mporpaMmHo-
amapaTH1 KOMIUIEKCH 3ac00iB
zaxucty iHdpopmarii (331):
(AHTHUBIpYCH, MIXKMEPEIKEBI
expanu. IDS, IPS. Cucremnu
KOHTPOJIIO Ta YIIPaBIiHHS

TOCTYTIOM)

Jlekwis /
Face to face

[IpesenTaris

[1-7]
[118]

CamocTiitHO OIpaltoBaTu
Marepiai:

JlocniguTH IporpaMHi Ta
MIPOTpaMHO-anapaTHi KOMITJICKCH
331
(2 rom.)

4 0an

CamMmocriiiHa
pobota 10 8
THKHS
BKJIFOYHO

12




Twk.7,8 [Tema 4 JlabopaTtopua| MeroanuHi [116-118] CaMOCTIHHO OIpaIoBaTH 4 6ani | CamocriiiHa
(3a BusHaueHHs ypa3nuBocTeil BeO pobota/ | pekomeHaamii MaTepiai: pobota 10 8
PO3KJIaJIOM) [pecypciB Ta BeO 3aCTOCYHKIB. Face to face BusHaunTu ypasnuBocti BeO THXKHS
(2ron.) (Ckanep ypaznuBocteit — Vega pecypciB Ta BeO 3aCTOCYHKIB BKJIFOYHO
caiity http://kbpz.kntu.kr.ua/ 3a
JIOTIOMOT0I0 CKaHepy
ypaznuBocTeit — Vega
(3rom.)
Twk.9  [Tema 5. BinHoBiieHHs Ta Jlexis / [IpesenTaris [1-7] CaMOCTIIHO OTpaIfoBaTH 4 6an CawmocriitHa
(3a MOHITOPUHT MPOIleCciB Face to face [118] MaTepiai: poboTa 1o 10
po3kianoMm) ((pyHkuionyBanus IKC Po3riisiHyTH MUTaHHS BiTHOBJICHHS THXKHSA
(2rox.) [BimHOBIEHHS (PYHKIIOHYBaHHS ¢yukuionyBanus IKC micns BKJIIOUHO
IKC micnst peamnizariii 3arpos, peadmizarii 3arpo3, 3A1CHEHHS
3NiCHEeHHs KibepaTak, 3001B Ta KibepaTak, 3001B Ta BiIMOB Pi3HUX
B1JIMOB pI3HUX KJIaCiB Ta KJIACIB Ta MOXOKEHHS
[TOXO/IKECHHS: (2 rom.)
(OpranizariiHo-TeXHIUHI 3aX01
BiTHOBJICHHS ()YHKIIOHYBaHHS
[KC. XKypnan aynurty nopii.
[TomiTHKY pe3epBHOTO
KOITIFOBAHHSI TAHUX ).
Tuxk.10 [Tema 5. BinnoBjenus ta Jlexuist / [IpesenTaris [1-7] CaMocTiiftHO omparroBaTu 4 0an Cawmocriiina
(3a MOHITOPHHTI MpPoueciB Face to face [118] MaTepiair: po6ora 0 10
poskiazom) (pynkuionyBanus IKC PosrasnyTi nuraHHs THXKHS
(2roa.) [MoOHITOpPHHT MPOILIECIB MOHITOPUHTY MPOIIECIB BKJIFOYHO

¢ynkuionyBanus IKC:

(xepena iHbopmarii mpo momii
Ta THITH TTOJIii, IO aHAII3YIOThCS
B cucTeMax MOHITOpiHTYy. Crucrema
Bi3yaui3amii Ta ynpaBiIiHHA

noxisimu (SIEM). Anani3 noii)

¢yukuionyBanus IKC
(2 roxm.)

13



http://kbpz.kntu.kr.ua/

Twk.9,10 [Tema 5. JlabopaTtopua| MeroanuHi [116-118] CaMOCTIHHO OIpaIoBaTH 4 6aniB | Camocriiina
(3a [Tomyk ypasnuBoCTeii Ta UyTT€BOi| poboTa/ | pekomMeHarii MaTepiai: poboTa 10 10
poskianoM) [iHdopmariii y Bigkputux pecypcax | Face to face [TpoBecTu nomyk ypa3auBocTei THXKHSA
(2ron.) pa momomororo 3aco0y Maltego Ta 9yTTEBOI 1H(DOpMaIii y BKIIFOUHO
BIJIKpUTHUX pecypcax 3a
nornomororo 3aco0y Maltego
(3rox.)
Tuwxk.11 [Tema 6. MexauizMu 0e3nexku Jlexuist / [IpesenTaris [1-7] CaMocTiitHO ompalroBaTu 4 0an Cawmocriiina
(3a KOMII'FOTEPHUX MEpe:K Ta Face to face Marepiai: pobota g0 12
PO3KJIa/IOM) [MPOEKTYBAaHHsI, CTBOPEHHS, [118] Jocniautu MmexaHizmu 0e3mnexu THXKHSA
(2ron.) cympoBix KC3I. KOMIT'FOTEPHUX MEpEkK BKJIIOYHO
MexaHi3MHU O€3IeKH (2 rom.)
KOMIT'FOTEPHUX MEPEXK:
(BipTyanbHi npuBaTHi Mepexi
(VPN). ITpotokonu
aBTeHTUiKalii RADIUS.
[Tporokxonu SSL/TLS.)
Tuwxk.12 [Tema 6. MexauizmMu 0e3nexku Jlexuist / [IpesenTaris [1-7] CaMocTiiftHO ompalroBaTu 4 0an Cawmocriiina
(3a KOMIT'IOTEPHUX MEPeXk Ta Face to face [118] MaTepiair: pob6ora 0 12
PO3KJIaIOM) [MPOEKTYBAHHSI, CTBOPEHHSI, Jocnigutu MexaHi3Mu THKHS
(2roa.) |cymposix KC3I. MPOEKTYBaHHs, CTBOPCHHS, BKJTFOYHO
[IpoekTyBaHHs, CTBOPEHHS, cymposig KC3I.
cymposig KC3I: (2 roxm.)

(ITIpoBeneHHs ayAnuTy
iH(popmariiiHoi Oe3nexu (Ib) Ta
BHU3HAYEHHS 11 pIBHS Ha OCHOBI
3BITY 3 ayauty pusukiB Ib. Bubip
METO/IiB Ta 3ac00iB 3a0€3MeUeHHS

HeoOximHoro piBH 1b)

14




Trmx. 11,12
(3a
pO3KIIaIoM)
(2ron.)

Tema 6.
CHidepu

JlaGoparopna
pobora /
Face to face

MertoanuHi
pexoMeHanii

[116-118]

CamocrTiiftHO omparoBaTu

MaTepiai:
BukopucTtoByroun cHihdep
Wireshark Ta iHpopmauio 3
cairty anti-

trojan.org/port_opened.html
(MOXJMBO BUKOPUCTOBYBAaTH i

1HII1 pecypcu, OCHOBHUM
KpUTEpieEM € aKTyaJIbHICTh
iH(hopmairii) nooyayunTe
¢b11bTp(3axBaTy abo

BIZIOOpaKeHHs) I IepexBary
NakeTiB 110 MOXYTb UTH 3
HITUTYHCHKOTO IIPOrpaMHOIo
3a0e31eUeHHs. [Ticns
npoaHaii3zyire Tpadik y
JEKITBKOX Mepeskax(MiHIMyM
TPH). Honarite y 3BIT
iHpopMmamito mpo Tpadik SKUH
OyJl0 OTpUMAaHO Yy KOXHIH 3
MEpEK. BukopucroByroun
Wireshark mpoananizyiite Tpadik
110 TEHEPY€E Balll KOMIT IOTEp MIPU
3BEPHEHHI Ha TIOMYJISPHI CalTH

(BUKOpUCTOBYHTE ¢inbTpH,
iHopMarIliro mpo HUX JOJANUTEe Y
3BIT,  MOSICHITH  YOMYy  BH

BUKOpHCTATH came iX), Bal
CIIOCTEPEKEHHS JOJaiiTe y 3BIT.
BuxopuctoBytoun cHihdep
Etherape mpoanami3yiite 3B’sS3Ku
10 BUHUKAIOTh TIPH 3BEPHEHHI

BaIIoro Opay3epy 10

O JITPHUX CalTiB.

CriocrepexxeHHs JoJaiTe y 3BiT.
(3rox.)

4 OaniB

CamocTiliHa
poboTa 1o 12
THKHS
BKJIFOYHO
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Tux.13  [Tema 7. MogeJti 3arpo3 Ta Jlexrrist / [Ipesenrarris [1-7] CaMOCTIHHO OIpaIoBaTH 4 Gan Camocriiina
(3a MO/1eJli MOPYIIHMKA Ta OLIHKA Face to face [118] MmaTtepiai: poGoTa mo 14
po3kianoM) paxuineHocti inpopmanii B IKC Jocmiauti Moieni 3arpo3 Ta THKHS
(2ron.) Mopmeni 3arpo3 Ta Moieni MOJieJIi MOPYLIHUKA BKJIFOYHO
MOPYIIHUKA: (2 rom.)
(3arasibHi BUSHAYEHHS il IOHATTS
MOJIEJTI 3arp03 Ta MO
MOpYyIIHUKA. 3arpo3u LUTICHOCTI.
3arpo3u JOCTYIMHOCTI. 3arpo3u
KoH(biIeHIiTHOCTI. 3arpo3u yepes
TEeXHIYHI KaHaJu. 3arpo3u dyepes
COLIiaJIbHY 1HXKEHEPIl0.)
Twxk.14  Tema 7. Moaeui 3arpo3 ta Jlexist / [IpesenTaris [1-7] CaMOCTIiitHO ompaIroBaTu 4 6an CamocriitHa
(3a MoO/IeJTi MOPYIIHUKA Ta OI[iHKA Face to face [118] MaTepiai: poboTa mo 14
po3kianoM) paxuineHnocti ingpopmanii B IKC Hocninutu MexaH13MH OLIIHKA THKHS
(2ronm.) |OuiHka 3axuIeHOCTI iHGOpMAITiT 3axurnieHocTi iHpopmartii B IKC BKJIFOYHO
B iHpoOpMaIliitHO- (2 rom.)
TEJIEKOMYHIKallIHHIX cUcTeMax
(IKC):
(KonmenrtyanbHa cxema OI[iHKA
Oe3neku iHpopMmarii. KinbkicHa
Ta SIKICHA OILIIHKYU 0e3MeKn
iH(hopMmallii)
Twxk.13,14 Tema 7. JlaGopatopHa| Meroanysi [116-118] CamocTiitHO OIpaltoBaTu 6 6amu | CamocrTiitHa
(3a 3acib MoCiKeHHS ypa3auBOCTel | pobota/ | pekoMeHarii Marepiai: pobota g0 14
po3KIIazioM) [0e3mpoBiaHUX Mepex Wi-Fi — Face to face [TpoBecTu poCiIKEHHS THXKHS
(2ron.) |Aircrack-ng YpazIUBOCTEH OE3NMPOBITHNX BKITIOYHO
Mmepex Wi-Fi 3a nonomororo
Aircrack-ng
(2rom.)
MakcumanbHa KUTBKICT OalTiB 3a 3MICTOBUM MojysieM 2 | 50 6ariB

anik
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2 ceMecTp

Tema, ocHOBHI NUTaHHSA
TuKaeHb, .o ®opma . -
(po3kpusatoms 3micm i € . . Jlireparypa, Camocriiina po6ora .
jJara, . . JiJILHOCTI . . .o Bara Tepmin
axanemiumi | PCHmUpamY a{z;z 'mdeomoeku 00 (3ansTTs1) Martepianun mf[)opMaumn 3aBaanus, OMINKN | BHKOHAMNS
MOOYIbHO20 § NIOCYMKOBO20 i pecypcn o0csAr roTuH
TOJAUHM /popmar
KOHMPOI0)
3micToBHMIT Moayab 3. YnpasJinns iH(opmaniiiHor Ta/ado kidepoe3nexoro, aynur ingopmaiiiinoi Ta/a6o kibepoe3neku, CHMeTPUYHI
KPHIITOCHCTEMH
Twx.1,2 [Tema 8. Ynpasainus Jlexuist / [IpesenTaris [1-7] CaMocCTiifHO ompaIroBaTu 4 6amu | CamocrTiiiHa
(3a indgopmamniiinoro Ta/ago Face to face [118] MaTepia: pobora 10 2
po3KiazoM) [KiGepOe3neKoio JloCiIUTH MUTAHHS YIIPABIIiHHSA THXKHS
(2ron.) (YmpamiiHHS KiOEpIHIUACHTAMU: iHdopMariiiHo Ta/abo BKJIFOYHO
[ToHsTTS KkibepbOe3nexoro
KiOepiHuaeHTa/kibepaTaku. (2 ron.)
Po3citigyBaHHS
KiOepiHImaeHTiB/KiOepaTak.
YrpaBiaiHHA pU3MKaMU B
iHpopMariiiHiit Ta/ado
kibepOesneri: 3aranpHa
KOHLEMIiSl YIIPaBIiHHS pU3UKaMU
[b. ISO/IEC 27005:2018, IEC
31010:2019, NIST SP 800-39,
NIST SP 800-37, NIST SP 800-30,
NIST SP 800-137 (Puzuku
iHpopMaiiiHoi 6e3nexu. AHai3
Ta OIliHKa pU3HKY. [[pUiAHSTTS
[PU3MKY. 3MEHUIEHHS PU3HKY.
CrtpaxyBaHHs (TIEpEKIaTaHHS)
pusuky). Cucremu kiacy Incident
Response Platform.)
Twx.1,2  [Tema 8. JlaGopatopna| MeroanyHi [116-118] CamocTiitHO OompaioBaTu 6 6aniB | CamocrTiiiHa
(3a Posropranns pen-test craniii poborta/ | pekomeHmarii Marepiai: pobota a0 2
PO3KJIa10M) Face to face PosropuyTu pen-test craniio TUXKHS
(2 ron.) (2ronm.) BKJIIOYHO
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Twx.3,4 [Tema 9. Ayaut indopmamiiinoi Jlexist / [Tpe3enTaris [1-7] CaMOCTIiiTHO orpaIroBaTu 4 6amm | CamocriiiHa
(3a Ta/ago KidepOe3neKu Face to face [118] Mmarepiai: pobota 10 4
poskianom) (Etamu nmpoBeneHHs ayauTy. JlocHiiuTv TUTaHHS aAyAUTY THXKHS
(2ron.) |AyauTt Ha OCHOBI aHAJII3y PU3UKIB. iHpopMaiiiHoi Ta/abo BKJIFOUHO
Aynut Ha ocHOBI cTanapTis Ib. ki0epOe3nexu
IAyIUT Ha OCHOBI €KCIIEPTHUX (2 ron.)
nociimkens [C.
3abe3neueHHs O6e3nepepBHOCTI
013Hec-nporieciB: [lonarTs 613Hec-
nporecy. Mojens 6i3Hec-
Mporiecy.)
Twx.3,4 [Tema9. JlaGopatopna| Mertoanysi [116-118] CamocTiitHO OIpaltoBaTu 6 6aniB | CamocrTiiiHa
(3a [TinrotoBka g0 pobotu Metasploit| poGota/ | pekoMmeHmarii Marepiai: pobota 10 4
po3kiazom) [ra postgresql Face to face [TinrotyBatu 10 podotu Metasploit, THXKHS
(2 ron.) Ta postgresql BKJTFOYHO
(2 ron.)
Tux.5,6 [Tema 10. Cumerpuuni Jlexrist / [Tpe3enTarrist [1-7] CaMOCTIITHO orpaIroBaTu 4 6amm | CamocriiiHa
(3a KPHUIITOCHCTEMH. Face to face [41-46] Matepia: pobota 10 6
po3kiagoMm) (Mopaens CHMETPUIHOT [118] JlocniauTu cuMeTpUYHi THXKHS
(2ron.)  [kpuntocucremu. Kmacuasi KPHIITOCHCTEMH BKJTFOYHO
Metonu mmdpysanus: Hludp (2 Tom.)

Lle3aps, Bepnama. KBanpar
[Toni6isa. Hludp ramysanHs.
bnokosi muppu: DES. AES.
JICTY I'OCT 28147-2009. ICTY
7624:2014 (pexumu pobOTH,
TTOBXKMHA KITIOYiB, IOBKHUHA OJIOKY
BX1HOT'O TEKCTY, KITbKICTh
payHIIB, KPUTIOCTIHKICTB).
[Toroxosi mmdpu: RC4,
STRUMOK. (ACTY 8845:2019)
(JTOB>)KHMHA KITFOYIB,
KPUITOCTIUKICTB).)
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Twk.5,6 [Tema 10. Jlabopatopua| Meroanysi [116-118] CaMOCTIHHO OIpaIoBaTh 6 6anis | CamocrTiitHa
(3a 3061p iH(popMallii 3a JOTOMOI 010 pobora/ | pekomMeHaalii Marepia: pobota 10 6
posknamom) |Metasploit Face to face 3i0paTu iHpopMaIliro 3a THOKHSI
(2rom.) nomnomororo Metasploit BKIIFOUHO
(2ron.)
MakcumManbHa KiTbKICTh 6amiB 3a 3MicToBUM MosysieM 3 | 30 GamiB
3MicToBHUIT MOaY/Ib 4. ACHMeTPUYHI KPUNITOCHCTEMHU, KpunTorpadgiuni nporoxosu, uugposa creranorpadis, Texniynuii 3axucr ingpopmanii
Twxk.7,8 [Tema 11. AcumeTpuuni Jlexuist / [TpesenTaris [1-7] CaMocCTiifHO ompaIroBaTu 2 6amn | CamocriiiHa
(3a KPHITOCHCTEMH. Face to face [47-53] MaTepia: pobora 110 8
poskianoM) ((Mogenb acUMeTpUYHOT [118] Jlocaiautu acuMeTpudHi THXKHS
(2ron.) [kpunrocuctemu. lludp RSA. KPUIITOCUCTEMU BKJIFOYHO
Anroput™m Enp-I"'amans (EG). (2 Tom.)
["eHeparisi CHUIBHUX CEKpPETIB
Jipdi-Xennmmana (DH).
Enextponnuii nudposuil miamnuc
DSA. Kpuntorpadis Ha
EITIMTUIHUX KPUBHX.
Enextponnuii nudpoBuil mignuc
srigao JICTY 4145-2002.EC-DSA
srigao ISO/IEC 15946-2)
Twxk.7,8 [Tema 11. JlaGoparopra| MeroanuHi [116-118] CaMOCTIITHO orpaIroBaTu 6 6ame | CamocriiiHa
(3a [lomyk ypa3nuBocTeil 3a poborta/ | pekomMeHalii MaTepiain: pobora 110 8
po3kiiaziom) [formoMoror Metasploit Face to face 3HaNTH ypa3IMBOCTI 3a THKHS
(2rom.) nomnomororo Metasploit BKIIFOUHO
(2ron.)
Twx.9,10 (Tema 12. Kpunrtorpagiuni Jlexist / [Tpe3enTaris [1-7] CamocTiitHO ompaltoBaTu 2 6amu | CamocrTiiiHa
(3a MPOTOKOJIN. Face to face [118] MaTepiai: po6ora 10 10
po3kianom) (IIpoTokonu 3aXUCTy MEPEKEBOTO Hocnigutu kpunrtorpadiui THXHS
(2ron.) [rpadiky IPSec. ITporokonau MIPOTOKOJIN BKJTFOYHO
0e3nevHo1 epeaayi JaHuX (2 ron.)

MPUKJIATHOTO piBHS: https.)
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Twk.9,10 [Tema 12. Jlabopatopua| Meroanysi [116-118] CaMOCTIHHO OIpaIoBaTh 6 6anis | CamocrTiitHa
(3a Enkonepu pobora/ | pekomeHaamii Marepia: po6oTa 10 10
PO3KJIa/10M) Face to face Buxopucraru enkoaepu ais TUXKHS
(2 ron.) 00X0/1y 3aXUCTy aHTUBIPYCHHUX BKJIFOUHO
nporpam
(2Tom.)
Tux.11,12 Tema 13. Hudposa Jlexist / [Tpe3enTaris [1-7] CaMOCTIiiHO oIpaIroBaTu 2 bamm | CamocriiiHa
(3a cTeranorpadisi. Face to face [118] Marepia: poboTa o 12
poskiagom) |(ITousttrs tudpoBoi Jocnimuty MeToau Ta MeXaHi3MHU THXKHS
(2rom.) [creranorpadii. Moaens g poBoi creraHorpadii BKJIFOYHO

CTEraHOCHCTEMH Ta Kiacupikaris
METO/IIB cTeraHorpagiyHoro
3axucty. OCHOBHI BUMOTH JI0
cTeraHocucteMu. Binkpuri,
HaI1B3aKpUTI, 3aKPUTI
creranocucteMu. [lonsarrsa 11B3,
kinacudikamis. Meton
Moaudikarii HaifMEeHIIIOTo
3HAYyIIOro 0iTa Ta 1HII METOIH
MPUXOBAaHHS TaHUX Y 300pakeHHi,
Bijieo Ta ay/1io. ATaku Ha

CTETaHOCUCTEMH).

(2 ron.)
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Trmx. 11,12
(3a
PO3KIIaJIOM)
(2ron.)

Tema 13.
Excroarartisi ypaznuBocTei

Jlaboparopna
pobora /
Face to face

MertoanyHi
pexomMeHaanii

[116-118]

CaMOCTIiiTHO orpaIroBaTu
Marepia:
Bukopucrati ypasnuBIiCTh SKa A€
3MOTY  BIJJalieHOi  eKCILIOTAalLlii.
Bukopucrati ypas3nuBicTh IO A€
3MOTY €KcIuTyaTalii ypas3iuBOCTI
Ha cTOpoHi KiieHTa. [Jomatu y 3BiT
BiIOMOCTI MpPO YpPa3lIMBOCTI IO
Oynu BUKopucTaHi. Jlogatu y 3BIT|
BiJIOMOCTI PO MOXJIMBOCTI IO
Oyau  HajgaHi B pe3yJbTari
BUKOPUCTAHHS yPpa3auBOCTEH.
Jlonatu y 3BIT peKOMEH/AIIIT 1110 10
YCYHEHHSI LUX Ypa3IuBOCTel, Ta
[0 70 YCYHEHHS MOXMJIMBOCTI iX

MOSIBU Y MalOyTHHOMY

(2 Ton.)

6 6aniB

CamocTiiiHa
poboTa o0 12
THXKHS
BKJIFOYHO
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Twxk.13
(3a
PO3KIIaJIOM)
(2ron.)

Tema 14. TexHiuHumii 3axuct
indopmanii

(TexHiuH1 KaHATN BUTOKY
iHpopMmanii: AKyCTUYHHUNA
(MOBHMIA) KaHaJI BUTOKY
iHpopmauii. Enexrpuynuii kanan
BUTOKY 1H(QOpMaIIii.
EjlekTpoMarHiTHUM KaHal BUTOKY
iHpopMmarii. Meroau
[POCITyXOBYBaHHS MOOUJIBHOTO
3B’s13Ky. OnTUYHMI Ta
OIITOETICKTPOHHUIN KaHaJl BUTOKY
iH(popmauii. [Tapamerpuununit
KaHaJl BUTOKY iH(popmaii.
MeTtoau Ta 3aco0U TEXHIYHOTO
3axucty iHdopMmarii: [TacusHi Ta
AKTHBHI METO/IH 1 3aCO0U 3aXUCTY
iH(popMallii BiJ] BATOKY
TEXHIYHUMH KaHAJIIaMH. 3aXUCT BIJ
MPOCITyXOBYBaHHS MOOUTEHOTO
3B’s13Ky. CUCTEMa KOHTPOJIIO Ta
yrpaBiinas goctynom (CKVY D).
CucTeMHu BiZIeOCTIOCTEPEKESHHSI.

[Toxe)xHa cUrHasi3anis)

Jlexuis /
Face to face

[Tpe3enTaris

[1-7]
[118]

CamocrTiiftHO omparoBaTi
Marepia:
JloclmiIuTH MeXaHi3MHU TEXHIYHOTO
3axMcTy iH(popMmarlii
(2 ron.)

2 oanu

CamocTiiiHa
poboTa o 14
THXKHS
BKJIFOYHO
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Tmxk.13,14
(3a
PO3KIIaJIOM)
(2rom.)

Tema 14.
TMocr-excruroarariis

Jlaboparopna
pobora /
Face to face

MertoanyHi
pexomMeHaanii

[116-118]

CamocrTiiftHO omparoBaTi
Marepia:
OTpuMaTy CKPIHINOT BiIIATICHO]
Maruan. OTpuMaT mpasa system
Ha CTOPOHI CHUCTEMM KJIIEHTA.
BrkoHaty BUaJIEHHS JOTIB IO
Ha CTOPOHI CHUCTEMM KJIEHTA.
HanamryBatu port-forwarding Ta
BJIAIITYBaTU Oexaop 34|
moromororo  NetCat. YV 3BiTI
B1100pa3uTH X1 BHUKOHAHHS
pobotu. JlogaTu CKpIHIIOTH, Ta|
BMBIJI KOHCOI

(6 rox.)

4 GaniB

CamocTiiiHa
poboTa o 14
THXKHS
BKJIFOYHO

MakcumanbHa KUTBKICTh OalliB 32 3MICTOBHM MOJIyJieM 4

30 Gauis

iaroroBka 10 ek3amMeHy

30 ron.

MaxkcumanbHa KUTBKICTE OalliB 3a €K3aMeH

40 6aiiB
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Buu KOHTPOJIIO: TOTOYHUH, IMiICYMKOBUH.
MeToau KOHTPOJIIO: CIIOCTEPEKCHHS 32 HABUAIBHOIO JIISUTHHICTIO, YCHE OMUTYBAaHHS, THCBMOBHI KOHTPOIIb, TECTOBUH KOHTPOJIb.
Oco0yIMBICTP METOAIB KOHTPOJIIO HABYAIBHOI JUCHUIUIIHM TOJATAE y MPOBEACHI HAa MOYATKy JabOopaTOpHUX pOOIT JETIOYMX KOHTPOJIBHHX POOIT
(5-10 xB.) IO MEpeAYIOUOMY JIEKIIHHOMY MaTepiaay A1 BU3HAUYEHHS IOTOYHOTO PiBHS 3HAHb 3100yBayiB OCBITH.
®opma miIcyMKOBOro KOHTPOJI0: 4 cemecTp — 3alliK, 5 CEMeCTp — €K3aMeH.
KoHTponb 3HaHb 1 yMiHb (IMMOTOYHHUMA 1 MiACYMKOBHUH) 3 mucHUILIiHA «OCHOBHM yIpaBIiHHSA KiOepOe3neKkowy 3MIHCHIOETHCS 3T1IHO 3 KPEIUTHOIO
TpaHCc(hEpHO-HAKOMYYBAJIHHOIO CUCTEMOIO OpraHi3allii HaB4aIbHOTO Mpolecy. PEHTHHT cTyeHTa i3 3aCBOEHHS AUCUUILTIHU BU3HavYaeThes 3a 100-0anpHO0
mKanorw. BiH cKiIamaeTbess 3 peHTHHTY HaBYAIBHOI pOOOTH (3aCBOEHHS TEOPETUYHOTO MaTepialy IIiJl Yac ayJAUTOPHHX 3aHATh Ta CaMOCTIHHOI POOOTH,
BUKOHAHHS JJa0OpaTOpHUX poOiT), U OLIIHIOBAHHS SKO1 Mpu3HavaeThes 60 OaiB, Ta eK3aMEeHy, MaKCUMaJIbHA OIliHKA 3a AKuii ckiagae 40 6amnis.

Po3noain 0aJiB, AKi OTPUMYIOTH CTYIEHTH NIPY BUBYEHHI TUCUMILIIHA «OCHOBHM yNIpaBJIiHHA Ki0ep0Oe3neKoio»

11. CucreMa OIiHIOBAHHSA TA BUMOTH

1 cemecTp
[ToTouHUI1 KOHTPOJIb Ta caMOCTiiiHa poboTa
3micToBUN MOAYTH | 3MICTOBUN MOTYIH 2 3amik Cyma
T1 T2 T3 T4 T5 T6 T7
JIT | JI2 | JIP1 | JI3 | JI4 | JIP2 | JIS | JI6 |JIP3 | JI7 | JI§ |JIP4 | JI9 | JI10 | JIPS | JI11 | JI12 | JIP6 | JI13 | JI14 | JIP7
4 4 8 4 4 8 4 4 10 4 4 4 4 4 4 4 4 4 4 4 6
50 50 100
2 ceMecTp
[ToTo4yHMIT KOHTPOJIb Ta CaMOCTIiiHA poboTa
3MicTOBHIA MOIYIb 3 3micToBuiA MOYIIb 4 Ex3amen | Cyma
T8 T9 T10 T11 T12 T13 T14
JI15 JIP8 J16 JIP9 JI17 JIP10 JI18 JIP11 J19 JIP12 J120 JIP13 JI21 JIP14
4 6 4 6 6 2 6 2 6 2 6 4
30 30 40 100

[Mpumitka: T1, T2,...,T14 — tema, JI — Teopernuni (Jiekiiiini) 3austTs1, JIP — maboparopHi 3aHITTS
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IIIkxanxa ominoBanHa: HanmioHaJanbHa Ta EKTC

Cyma Gaunis 3a Bei OuiHka O1iHKa 32 HalllOHAJILHO IIKAJIOK0
BHUIM HaBYAJIILHOI CKTC
JiSTIBHOCTI IUTSE 3aUTiKy — 4 cemecTp JUISL €K3aMEeHY — 5 ceMecTp
90-100 A BiJIMIHHO
82-89 B 5
nobpe
74-81 C 3apaxoBaHO P
64-73 D .
3aJI0BLIHHO
60-63 E
35-59 FX HE 3apaxOBaHO 3 MOXKJIMBICTIO TOBTOPHOTO CKJIAIaHHS HE3a/I0BUIBHO 3 MOXJIMBICTIO IIOBTOPHOTO CKJIaIaHHS
1-34 = HE 3apaxoBaHO 3 000B’A3KOBUM MOBTOPHUM HE33I0BUIHHO 3 000B’I3KOBUM ITOBTOPHUM BUBUYEHHSIM
BHUBYEHHSIM JUCUUTUTIHU JTUCIUILTIHA

Kpumepii oyintosanns. EXBIBaJEHT OLIHKM B 0anax JUIsl KOKHOI OKpeMOi TeMH MOXe OyTH pi3HHi, 3arajpHy cyMmy OajiiB 3a TeMy BU3HA4€HO B
HaBYaJIbHO-METONYHIA KapTi. Po3moain OaniB MK BUAaMHU 3aHATH (JIeKuii, J1abopaTopHi 3aHATTA, CAMOCTiiHAa po00Ta) MOXIMBUI LUISXOM CHUIBHOTO
MPUMHSTTA PIlIEHHS BUKJIaJjaya 1 CTYI€HTIB Ha MePIIOMY 3aHSTTI:

ouiHKy «BiaMiHHO» (90-100 0axniB, A) — 3aciIyroBye€ CTYJI€HT, KUl

— BCeOIYHO, CUCTEMATUYHO 1 TTIMOOKO BOJIO/II€ HABYAIBHO-TIPOTPAMOBHM MaTepiajiom;

— BMIi€ CaMOCTIHHO BUKOHYBATH 3aB/IaHHs, Tepe0ayeHi MporpamMmoro, BAKOPUCTOBY€E HAOYTi 3HAHHS 1 BMIHHS Y HECTAH/IAPTHUX CUTYAIlisX;

— 3aCBOIB OCHOBHY 1 03HAHOMIICHUH! 3 TOJTATKOBOIO JIITEPATYPOIO, SIKa PEKOMEHIOBaHa TIPOTPAMOIO;

— 3aCBOIB B3a€MO3B'I30K OCHOBHHUX MOHATH TUCIMILIIHM Ta YCBIIOMIIIOE X 3HaueHHS JUId podecii, sKy BiH HaOyBae;

— BIJIBHO BUCJIOBIIIOE BJIACHI TyMKH, CAMOCTIHHO OIIIHIOE PI3HOMAHITHI KUTTEBI SBUINA 1 (PaKTH, BUABIISIIOYN OCOOUCTICHY MO3HITIIO;

— CaMOCTIIfHO BHM3HAuya€e OKpeMi I[iJII BJIACHOI HAaBYAIbHOI JISUIBHOCTI, BUSIBUB TBOpPYi 3A10HOCTI 1 BUKOPHUCTOBYE iX MpH BHUBYEHHI HaBUYAIbHO-
MIPOTPaMOBOTO MaTepiaiy, MPOSBUB HAXWIT IO HAYKOBOI pOOOTH.

OLIiHKY « 100pe» (82-89 6auis, B) — 3aciyroBye cTyIEHT, KUl

— MIOBHICTIO OIMAaHYBaB 1 BUIBHO (CaMOCTIHHO) BOJIOJI€ HAaBUYAJHHO-TIPOrPAMOBHM MaTepiajioM, B TOMY YHCJ 3aCTOCOBYE HOTo Ha MPaKTHIIl, M€
CHCTEMHI 3HaHHS JI0CTaTHHOMY 00Cs31 BIIIOBITHO O HABYAIBHO-IIPOIPaMOBOT0 MaTepiary, apryMEHTOBAaHO BUKOPUCTOBYE iX y PI3HUX CUTYaIlisX;

— Mae 3JIaTHICTb JI0 CAMOCTIMHOTO MONTYKY 1H(pOpMAIIii, a TAKOXK JI0 aHaJli3y, MOCTAHOBKH 1 PO3B'A3yBaHHs MPo0IeM mpodeciitHOTo CpsiMyBaHHS;

—IiJ Yac BIAMOBiAI JOMYCTHUB €Ki HETOYHOCTI, SIKI CaMOCTIMHO BUIpaBise, O0OMpaEe MEPEKOHJIUBI apryMEHTH Ha MiATBEpPIKEHHS BUBYEHOTO
Marepiany;

OLiHKY «100pe» (74-81 6au, C) — 3aciiyroBy€ CTyJIEHT, SIKUN:

— B 3arajJbHOMY poOOTY BUKOHAB, ajie BIAMOBIAE HA €K3aMEH1 3 TIEBHOIO KIJTbKICTIO TTOMHIIOK;

— BMi€ TOpIBHIOBATH, Y3araJlbHIOBAaTH, CHCTEMaTHU3yBaTH i1H(OpMAIlil0 MiJ KEpiBHULTBOM BHKIAaJaya, B IJIOMy CaMOCTIHHO 3aCTOCOBYBaTH Ha
MPaKTHII, KOHTPOJIFOBATH BIIACHY MISUTBHICTH;
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— OTaHyBaB HAaBYAJIbHO-TIPOTPAMOBHI MaTepiai, YCIIIIHO BHUKOHAaB 3aBIaHHs, MepeAdaueHi MporpaMoro, 3acBOIiB OCHOBHY JIITE€paTypy, sKa
pPEKOMEHI0BaHa MPOTrpamMolo;

OLIiHKY «3a10BiJIbHO» (64-73 6a1m, D) — 3aciayroBye CTyJEHT, IKUA:

— 3Ha€ OCHOBHUH HAaBUYAIBHO-TIPOTPAMOBUIA MaTepiai B 00¢s31, HEOOX1THOMY JIJIs TIOJIAIBIIIOTO HaBYaHHS 1 BUKOPUCTAHHS HOT0 y MallOyTHIH mpodecii;

— BUKOHY€ 3aBJJaHHS, aJie TP PIIICHH] JIOMYCKaE 3HAYHY KiJIbKICTh MOMUJIOK;

— O3HAMOMJICHHIA 3 OCHOBHOIO JIITEPATypOI0, sIKa peKOMEHI0BaHa MIPOrPaMoIo;

— JIOITyCKA€ Ha 3aHATTAX YU €K3aMEHI MOMUJIKY NPH BUKOHAHHI 3aBJIaHb, aJIe i1 KePIBHUIITBOM BUKJIa/1a4a 3HAXOUTh HUISXU X yCYHEHHSI.

OLIHKY «3a10BiJIbLHO» (60-63 0am, E) — 3aciiyroBye CTyI€HT, SIKUA:

— BOJIOZ[i€E OCHOBHUM HaBYAJILHO-IIPOIPAaMOBUM MatepiajioM B 00cs31, He0OXiTHOMY ISl TIOJAJBIIOT0 HaBYAHHS 1 BUKOPUCTAHHS HOro y MaiOyTHii
npodecii, a BAKOHAHHSI 3aBJIaHb 33/I0BOJIbHSE MIHIMAJIbHI KPUTEPii. 3HAHHS MalOTh PENPOAYKTUBHUN XapaKTep.

OLiHKA «He3a10BiILHO» (35-59 6auiB, FX) — BUCTaBIA€THCS CTYACHTY, IKU:

— BUSIBUB CYTT€BI MPOTAJMHU B 3HAHHSIX OCHOBHOIO IPOTPAMOBOTO MaTepiaiy, JIOMYCTUB TNPHUHIMIIOBI MOMUJIKMA y BUKOHAHHI Mepen0adeHux
MIPOTPaMOIO 3aBJaHb.

OLIHKY «He3a10BLIbHO» (35 0aJiB, F) — BUCTaBIA€THCS CTYJAEHTY, SIKUU:

— BOJIOZIi€ HABYAJIBHUM MaTepiajioM TUIBKH Ha PiBHI €IEMEHTAPHOTO PO3IMi3HABaHHA 1 BIATBOPEHHS OKpeMHX (akTiB a00 HE BOJIOJIE 30BCIM;

— JomycKae rpy01 MOMUJIKY MPY BUKOHAHHI 3aBJaHb, epe10ayeHnX Iporpamoro;

— HEe MOXe€ MPOJIOBXYBaTH HaBYaHHS 1 HE TOTOBHUH 10 MPOQECiifHOT TisSUTBHOCTI Micis 3aKiHUYEHHS yHIBEpCHTETy 0€3 MOBTOPHOTO BHBYEHHS JAaHOI
JUCIAIUTIHHA.

IIpu BUCTaBJIeHHI OL[IHKM BPaXOBYKTbHCS Pe3y/dbTATH HABYAJBLHOI POOOTH CTYJ€HTA MPOTATOM CeMeCTPY

Kpurepii ominku 3amiky:

— «3apaxOBaHO» — CTYJCHT Ma€ CTiHKi 3HAHHS PO OCHOBHI MOHATTS JUCLUHUIUTIHU, MOXKE COPMYITIOBATH B3a€MO3B'SI3KM MK TOHATTSIMH.

— «HE3apaxoBaHO» — CTY/ICHT Ma€ 3HauHI MPOIYCKU B 3HAHHAX, HE MOKe C(POPMYITIOBATH B3aEMO3B'SI3KY MiXK MOHSATTSIMH, 110 BUBYAIOTHCA B KypcCl, HE
Ma€ ySBJICHHS MPO OUIBIIICTE OCHOBHUX MOHSTH AUCUUILTIHH, IO BUBYAETHCS.
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3akon Ykpainu «IIpo inpopmariiroy.

3akoH Ykpainu «IIpo HaykoBO-TexXHIUHY iH(POpPMAIIIIO».

3akoH Ykpainu «IIpo 3axuct inpopmariii B iHhopMaIiitHO-TeTeKOMYHIKAIIIHHUX CHCTEMaX).

3akoH Ykpainu «IIpo moctyn g0 my6nigaoi iHGOpMALTii».

3akoH Ykpainu «IIpo nepkaBHY TAEMHUIIIO.

3akoH Ykpainu «IIpo ocHOBHI 3acanu 3a0e3neueHHs KibepOe3neku Y KpaiHmy.

3akon Ykpainu «IIpo o6opony Ykpainmy.

3akoH Ykpainu «IIpo npaBoBHil pexX1UM BOEHHOTO CTaHY».

[ToctanoBa KMY Bix 19 uepBus 2019 poky Ne 518 «IIpo 3aTBepmkeHHs 3araJbHAX BUMOT 110 KIOEP3aXUCTy 00’ €KTiB KpUTUYHOT iHQPACTPYKTYPH.
Vxasu Ilpesunenra Ykpainu Nel51/2022 ta Nel51/2022, axumu BBeZeHO B Iit0 pimeHHS Paam HamioHanbHOi Ge3nexu i oboporm Ykpainu Bim 18
oepe3ns “Illomo peamizamii eauHOi iH(OPMaIIHHOT MOMITUKA B YMOBax BO€HHOTO cTaHy Ta “Ilpo He#Tpamizarmito 3arpo3 iHdopmaliiiiHii Oe3merri
JepKaByu’”.

JCTY 7624:2014 “Indopmarniitai Texnosorii. Kpunrorpadiunuii 3axuct iHpopMmariii. AITOPUTM CUMETPUIHOTO OJIOKOBOTO TIEPETBOPECHHS .

JCTY ISO/IEC 18033-3:2015 (ISO/IEC 18033-3:2010, IDT) “Iadopmariiiini Texaonorii. Meroau 3axucty. Anroputmu mudpyBanas. Yactuaa 3.
broxosi mmdpu’.

JACTY T'OCT 28147:2009 “Cuctemsr 00paboTku nHMOpMaInu. 3anmra Kpunrorpaduaeckas. AITOpUTMbI KPUTITOTPaPUIECKOro IpeoOpa3oBaHus”.
JCTY ISO/IEC 10116:2019 (ISO/IEC 10116:2017, IDT) “Indopmauiiini Texnonorii. Meroau 3axucty. Pexxumu po6otu n-6iTHUX 0J1I0KOBUX MIUGPIB”.
JACTY 8845:2019 “Indopmaniiini TexHonorii. Kpunrorpadiunmii 3axuct inpopmarii. AITOPUTM CHMETPUYHOTO TIOTOKOBOTO MEPETBOPEHHS .

JCTY ISO/IEC 18033-4:2015 (ISO/IEC 18033-4:2011, IDT) “Indopmauiiini Texnomorii. Meroau 3axucty. Anroputmu mmdpysanHs. Yactuna 4.
IToTtokoBi mudpu”.

JACTY 4145-2002 “Incdopmaniitai texnomorii. Kpunrorpagiunuit 3axuct ingopmanii. [{udposuil mianuc, mo IpyHTYeTbCS Ha €TINTUYHUX KPUBHUX.
dopMmyBaHHs Ta IEPEBIPSHHSA .

JCTY ISO/IEC 9796-2:2015 (ISO/IEC 9796-2:2010, IDT) “Indopmariiini Ttexnonorii. Meroau 3axucty. Cxemu uHU(PPOBOro MiAMUCY, SKi
3a0e3neuyroTh BiTHOBJICHHS NMOBiToMIIeHH. YacTrHa 2. MexaHi3MH, 110 IPYHTYIOThCS Ha (haKTOpU3aIil MUTUX yncer’”.
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JCTY ISO/IEC 9796-3:2015 (ISO/IEC9796-3:2006, IDT) “Indopmartiitai TexHoorii. Metoau 3axucty. Cxemu 1udpoBOro mianucy, ki 3a0e3ne4yoTh
BIIHOBJICHHS TOBioMyIeHHs. YacTtruHa 3. MexaHi3MHu, 1110 ITPYHTYIOThCS Ha TUCKPETHOMY Jiorapudmi’.

JCTY ISO/IEC 14888-2:2015 (ISO/IEC 14888-2:2008, IDT) “Indopmaniiini TexHonorii. Metoau 3axucty. Lludposi nianucu 3 gonoBHeHHs M. YacTuHa
2. MexaHi3mu, 110 TPYHTYIOTbCS Ha (pakTopH3allii MiIux aucesn’”.

JCTY ISO/IEC 14888-3:2019 (ISO/IEC 14888-3:2018, IDT) “Indopmartiitai rexuosorii. Meroau 3axucty. Lludposi mianucu 3 gonoBHeHHsIM. YacTrHa
3. MexaHi3Mu, 110 TPYHTYIOTbCS Ha TUCKPETHOMY JiorapudmyBaHH1".

JCTY ISO/IEC 15946-5:2019 (ISO/IEC 15946-5:2017) “Indopmariiini TexHonorii. Meroau 3axucty. Kpunrorpadiuni MeToan Ha OCHOBI €NTUYHUX
kpuBuX. Yactuna 5. 'eHepyBaHHS €TINTHYHUX KPUBUX .

JCTY ISO/IEC 18033-2:2015 (ISO/IEC 18033-2:2006, IDT) “Indopmaniiini TexHonorii. Metoau 3axucty. Anroputmu mmdpyBaHHs. YactuHa 2.
AcumerpuyHi mmdpu’.

JCTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) “Iadopmariiini texuosorii. Metoau 3axucty. Koau aBrentudikarii nosigomieHb (MACs).
YacTtuna 2. MexaHi3MH 1110 BUKOPUCTOBYIOTH CIIEIiai30BaHy reli-PyHKITi0”.

JCTY 7564:2014 “Indopmaniiini Texnonorii. Kpunrorpadiunuii 3axuct inpopmanii. yHKIis reuryBanHs”.

JCTY ISO/IEC 10118-2:2015 (ISO/IEC 10118-2:2010; Cor 1:2011, IDT) “Iadopmariiini Texaonorii. Meroau 3axucty. I'enr-dynkiii. Yactuna 2. Iem-
¢byHKIii, 110 BAKOPUCTOBYIOTH N-01THUI O10KOBHI 1pp”.

JICTY ISO/IEC 10118-3:2005 (ISO/IEC 10118-3:2004; Cor 1:2011, IDT) “Iadopmariiini texnonorii. Metoau 3axucry. I'em-¢yukmii. Yactuna 3.
CrertianizoBani rem-QyHKIi”.

JCTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014; Amd 1:2014, IDT) “Iadopmamiiini TexHomorii. Metoau 3axucty. I'eni-pyHKIii.
Yacruna 4. I'emr-yHKIIi1, 10 BUKOPUCTOBYIOTh MOJYJIbHY apu(pMETHKY .

I'OCT 34.311-95 “Undopmannonnas texHosorus. Kpunrorpaduyeckas 3amura nHGopManuu. OyHKIHS XIITUPOBAHUS .

JCTY ISO/IEC 9798-2:2015 (ISO/IEC 9798-2:2008; Cor 3:2013, IDT) “Indopmaniiini Texuosorii. Metoau 3axucty. ABTEHTU(]IKAIlsS 00’ €KTIB.
YacTtuna 2. MexaHi3MH, 1110 BUKOPUCTOBYIOTh CUMETPUYHI aJITOPUTMU UG PYBaHHS .

JCTY ISO/IEC 9798-3:2002 (ISO/IEC 9798-3:1998; Cor 1:2009; Cor 2:2012) “Iadopmariiini TexHonorii. Meroau 3axucty. ABTEHTU]IKaIlis
cy6’ektiB. YacTtuHa 3. MexaHi3MH 3 BUKOPUCTAHHSIM METOTy IHU(PPOBOTO MiAMHUCY .

JCTY ISO/IEC 9798-4:2015 (ISO/IEC 9798-4:1999; Cor 1:2009; Cor 2:2012, IDT) “Indopmaniiini TexHosorii. MeToau 3axucty. ABTEHTH]IKaLis
00’exTiB. Yactuna 4. MeToau, 1110 BUKOPUCTOBYIOTh KpUTITOTpadivuHy NepeBipouHy QyHKIII0 .

JCTY ISO/IEC 9798-5:2015 (ISO/IEC 9798-5:2009, IDT) “Iudopmariiini TexHomorii. Meroau 3axucty. ABTeHTH(]iKaiis 00’ekTiB. YacTuna 3.
MexaHi3mu, 110 BUKOPUCTOBYIOTh METOIU HYJIbOBOi 0013HAHOCTI”.

JCTY ISO/IEC 9798-6:2015 (ISO/IEC 9798-6:2010, IDT) “Iudopmariiini TexHonorii. Meroau 3axucty. ABreHTH(DiKaris 00’extiB. YacTuna 6.
MexaHi3Mu, 110 BUKOPUCTOBYIOTh PYYHE NIEpeaBaHHs JaHuX .

JCTY ISO/IEC 11670-2:2015 (ISO/IEC 11670-2:2008; Cor 1:2009, IDT) “Indopmaniiini Texnosorii. Meroau 3axucty. KepyBanus kimtouamu. YactuHa
2. MexaHi3MH 3 BUKOPHCTAaHHSIM CUMETPHUYHUX METOMIB”.

JCTY ISO/IEC 11670-3:2015 (ISO/IEC 11670-3:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucty. KepyBanus kimodamu. YactuHa
3. MexaHi3mMu 3 BUKOPUCTaHHSIM aCUMETPHYHHX METOJIB”.

JICTY ISO/IEC 11670-4:2015 (ISO/IEC 11670-4:2008; Cor 1:2009, IDT) “Indopmaniiini Texnosorii. Meroau 3axucty. KepyBanus kimtouamu. YactuHa
4. MexaHi3Mu , 3aCHOBaH1 Ha HECTIMKUX ceKpeTax’.
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80.

JICTY ISO/IEC 11670-5:2015 (ISO/IEC 11670-5:2008, IDT) “Iadopmariitai Texnosorii. Meromu 3axucty. KepyBanus wmodamu. Yactuna 5.
KepyBaHHs rpynoBUMH KITFO4amMu”.

JACTY ISO/IEC 18031:2015 (ISO/IEC 18031:2011; Cor 1:2014, IDT) “Indopmariiini Texnosorii. Metonu 3axucty. [ eHepyBaHHS BUTIAAKOBUX OITIB”.
JCTY ISO/IEC 20543 “Indopmariitai TexHonorii. Metoan 3axucty. MeToiu TeCTyBaHHS Ta aHAI3y JJI TeHEPYBaHHS BUIIAIKOBHUX OITIB”.

JCTY ISO/IEC 11670-2:2015 (ISO/IEC 11670-2:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucty. KepyBanus kimouamu. YactuHa
2. MexaHi3MH 3 BUKOPUCTAHHIM CUMETPUYHHX METOMIB”.

JCTY ISO/IEC 11670-3:2015 (ISO/IEC 11670-3:2008; Cor 1:2009, IDT) “Indopmaniiini Texnosorii. Meroau 3axucty. KepyBanus kinrouamu. Yactuna
3. MexaHi13MH 3 BUKOPHUCTAHHAM aCUMETPUYHUX METOJIB”.

JACTY ISO/IEC 20085-1 “Metoau 3axucty IT. Bumoru m0 3aco0iB TecTyBaHHS Ta METOAIB KaniOpyBaHHsS 3acCO0iB TECTYBaHHS JJISl 3aCTOCYBaHHS Y
MeTOJaX TeCTyBaHHS ITOM SIKIIICHHs HEIHBa31MHUX aTak Ha Kpunrorpadiuni Moaysi. YactuHa 1. Metoau Ta 3acobu TecTyBaHHS .

JACTY ISO/IEC 20085-2 “Metoau 3axucty IT. Bumoru m0 3aco0iB TecTyBaHHS Ta METOAIB KaniOpyBaHHsS 3acCO0IB TECTYBaHHS JJISl 3aCTOCYBaHHS Y
MeToaX TeCTyBaHHS ITOM SIKIIICHHs] HEIHBa31HUX aTtak Ha KpunrTorpadiuni Moaysi. YactuHa 2. Metoau Ta mpuiaagy TECTOBOTO KamiOpyBaHHS .
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