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1. 3aranbHa indopmanis

Hassa qucruiniau

OcHOBH ynpaBJiHHs KibepOe3neKoro

Pik Bukmamanas

2023-2024 naBuanbHUH piK

Po3pobuuku

CwmiproB Onekciit AHATONHOBHY, JOKTOP TEXHIYHUX HayK, mpodecop, 3aBiayBad kadeapu kioepOe3neku Ta mporpaMmHOro
3abe3neueHHs LleHTpanbHOYKpaiHCHKOTO HAlllOHAILHOTO TEXHIYHOTO YHIBEPCUTETY

Ckpunauk JImutpo Anaromiiiosud, DevOps Engineer/DevSecOps Engineer (Security Engineer), MIF Projects
Konomminpka-Cnoboneniok Oxcana KoctaHTuHIBHa, BUKIana4 Kadeapu KibepOoe3neku Ta mporpaMHoro 3a0e3neueHHs
I{eHTpanbHOYKPATHCHKOTO HAIlIOHATLHOTO TEXHIYHOTO YHIBEPCUTETY

Buxknamau

Jlextop — CmipHoB Onekciii AHaToniioBHY, JOKTOp TEXHIYHUX HayK, Ipodecop, 3aBigyBau Kadeapu kidbepOesmeku Ta
MPOTPaMHOTO 3a0e3TEUCHHS,

http://kbpz.kntu.kr.ua/smirnov-oleksii/

https://www.scopus.com/authid/detail.uri?authorld=57208667815
https://scholar.google.com.ua/citations?user=-eNGIFoAAAAJ&hl=ru
https://publons.com/researcher/1753507/oleksii-smirnov/

http://orcid.org/0000-0001-9543-874X

https://www.researchgate.net/profile/Smirnov_Oleksii

Acucrent — Konomrinpka-Cnobonentok Okcana KoctsHTuHiBHA, BUKIagad kadenpu kibepOe3neky Ta mporpaMHOro
3a0e3IeueHHs,

http://kbpz.kntu.kr.ua/konoplickay-oksana/

https://scholar.google.com.ua/citations?user=16VRWKcAAAAJ&hl=ru

KonrtakTHuit Tenedon

ciyx608uii: (0522)390-449 — po6oui Hi 3 8> 10 14°
Mo6inbai Tenedonn/Viber/Telegram HagaHo y onuci kypey «Betyn o kibepOesnekuy Ha cepBepl TUCTaHIIIMHOT OCBITH
ITHTYVY. — URL.: http://moodle.kntu.kr.ua/course/view.php?id=685

E-mail:

VY omuci kypcy «OCHOBH yIpaBiliHHS KiOepOe3ekoro» Ha cepBepi auctaniiifnoi ocsitu [IHTY. — URL:
http://moodle.kntu.kr.ua/course/view.php?id=685

Koncynprarii

Ouni KoHCyTbmayii 3riTHO PO3KIANY KOHCY/IbTalLil BiBTopok Ta Cepena 3 14°° no 15%
Onnatin koncynomayii 3acobaMu eJleKTpoHHoI notth, MmeccenkepiB (Facebook-Messenger/Viber/Telegram) y po6oui nHi

2. AHOTANIiS AUCHUILIIHA

Kypc «OcHoBu ynpaBiiHHS KiOepOe3nekowo» Mpu3HauYeHWH A HAOyTTS TEOPETHYHUX 3HAHb Ta MPAKTUYHUX HABUYOK 3 MUTaHb 3a0€3MEUCHHS
kibepOesneku. Bkirrouae B cebe HaOyTTS HACTYITHUX TEOPETUYHUX 3HAHB: 3aKOHOJaBYa Ta HOPMATHBHO-TIpaBoBa 0aza Ykpainu B ramysi iHGOpMaIiiitHOI Ta
/abo kibepOe3neKkH; Mi>KHAPOIHI CTaHAAPTH B Taly3i iHpopmaliiiHoi Ta /abo kibepOe3neku; IHCTPYMEHTaIbHI Ta MPUKIAIHI 3aCTOCYHKH B 1H(OpMAITiiHIHi
Ta/abo kibepOesmeni; MeTonu 1 3acobm oOpoOkm iHOpMaIlii; omeparliiiHi cucteMu; Mojesi Oe3neku B iH(opMaliiHii Ta/abo kiGepOe3merl; 3aXHucT
iHpopmaii, mo ob6podisersest Ta 30epiraerbes B IKC; mporpamui ta mporpamHo-anapaTHi komruiekcu 33I; BimHoBineHHs ¢ynkuionyBanHs IKC micms
peanizaiii 3arpo3, 37ilcCHeHHs Ki0epaTak, 3001B Ta BIIMOB Pi3HUX KJIACiB Ta MOXO/KEHHSI; MOHITOPUHT TiponieciB ¢hyHKuionyBanHs IKC; mexanizmu 6e3nexu
KOMIT'IOTEPHUX MEPEX; MPOEKTyBaHHs, cTBOpeHHs, cymposin KC3I; monemi 3arpo3 Ta Mojeni MOpyIIHMKA; oLiHKa 3axumieHocti iHpopmauii B IKC;
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http://kbpz.kntu.kr.ua/smirnov-oleksii/
https://www.scopus.com/authid/detail.uri?authorId=57208667815
https://scholar.google.com.ua/citations?user=-eNGlFoAAAAJ&hl=ru
https://publons.com/researcher/1753507/oleksii-smirnov/
http://orcid.org/0000-0001-9543-874X
https://www.researchgate.net/profile/Smirnov_Oleksii
http://kbpz.kntu.kr.ua/konoplickay-oksana/
https://scholar.google.com.ua/citations?user=I6VRWKcAAAAJ&hl=ru
http://moodle.kntu.kr.ua/course/view.php?id=685
http://moodle.kntu.kr.ua/course/view.php?id=685

yhnpaeiiHHA iH(opMauiiiHO Ta/abo KibepOesnekow; aymut iH(opmaniiHOi Ta/abo KibepOe3neku; CHUMETPUYHI KPHUITOCHCTEMH; AaCHMETPUYHI
KPUINITOCUCTEMH; Kpumnrorpadivyni npoTtokonu; mudposa creranorpadis; TexHiuauid 3axuct iHopmarliii. Ta HaOyTTsS HACTYIMHHUX NPAKTUYHUX HABHUYOK M
BMiHb 3 KiOepOe3meku, uis 4oro BMITH: Po3roprartu omepariliiiHy cucreMy JUIsl HIpOBEIEHHS ayAuTy KiOepOe3neKd KOMIT IOTEPHUX MEpEX Ta CHUCTEM.
BukopucToByBaTH iHCTpYMEHTH MPUXOBAHOTO 300py TeXHIYHOI iH(OpMAaIli 3 KOMIT FOTEpPHOI CHCTeMH abo Mepexi. JlochimpKyBaT ypa3IuBOCTI CUCTEMHU
a00 Mepexi 3a JOMOMOTOI0 CIIEeIialli30BaHOI0 CKaHepa ypasnuBocTeil — Nessus. Buznauat ypa3nuBocTi BeO-pecypciB Ta BeG-3acTocyHKiB. KopucryBarucs
ckaHepoMm ypaznuBocteit — Vega. lllykaTu ypa3nuBoCTi Ta 4yTTeBY iHPOpMAIIiIO Y BIAKPUTHX pecypcax 3a JOoMoMoror 3acody Maltego. KopucrtyBarucs
cuipepamu. KopucrtyBatrcs 3aco00M JOCHIDKCHHS ypa3nuBocTed Oe3mpoBigux wmepex Wi-Fi — Aircrack-ng. Posropratu  pen-test cranumii.
[TinroroBmoBaTu 10 poboTn Metasploit Ta postgresql. 36upaTtu iHdopmariito 3a gormomororo Metasploit. llykatu ypasnuBocTi 3a monomororo Metasploit.
KopucryBatucst enkonepom. ExcrmoaryBatu ypasmuBocti. KopucryBatucs mnocT-ekciuioaTaniero. BinmoBiiHO o3HaueHe € MpeaIMeToM HaBYaIbHOI
mucturTing «OCHOBH YIIpaBIIiHHS K10epOe3meKoro».

3. MeTa i 3aBaaHHA AUCHUILIIHA

Metow BukIagaHHs AUCHUIIIHA «OCHOBHU ympaBiiHHS KibepOe3nekoro» € GopMyBaHHS y 3100yBaviB BUINOI OCBITH IPYHTOBHUX TEOPETHUHHUX
3HaHb, IPAKTUYHUX YMiHb Ta HABUYOK, HEOOX1IHUX IS 3aCTOCYBaHHS B MpodeciiiHiil NisIbHOCTI y chepi kibepOesneku.

OCHOBHHMY 3aBIaHHSIMHU BHBUCHHS AUCIMILUTIHU € (OPMYBaHHS HACTYITHUX KOMIeTeHIi:

— 3/1aTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYaLlIfAX.

— 3HaHHs Ta pO3YMIHHS MPEIMETHOI 00J1acTi Ta po3yMiHHS Tipodecii.

— 3/1aTHICTH 3aCTOCOBYBATH 3aKOHOAABUYY Ta HOPMATHUBHO-TIPABOBY 0a3y, a TAKOX JIEpKaBHI Ta MI>KHAPOAHI BUMOTH, IPAKTUKH 1 CTAHJAPTH 3 METOIO
3aiiicHeHHs TpodeciitHoT MisUTBHOCTI B raiy3i iHdopmMarliiiiHoi Ta/abo KibepOe3neKy.

— 3/1aTHICTb JO BUKOPUCTAHHS iHPOPMAaLiHHO-KOMYHIKAI[IHHIX TEXHOJIOT1H, CydacHUX METOIB 1 Mojenel iHpopmaniiinoi 6e3nexu Ta/abo
KibepOe3neKu.

— 3/1aTHICTH JO BUKOPUCTAHHS MPOTrPaMHUX Ta MPOrpaMHO-anapaTHUX KOMIUIEKCIB 3ac00iB 3axucTy iHdopMarlii B iHpopmartiiiHo-
TEIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHCTEMaX.

— 31aTHICTh 3/11HCHIOBATH MPOLEAYPHU YIPABIIHHS IHIUACHTAMH, IPOBOIUTH PO3CIiIyBaHHA, HAIaBaTH iM OLIIHKY.

— 3I1aTHICTh 3aCTOCOBYBATH METOIU Ta 3aCO0M KpUNTOrpadiyHOTO Ta TEXHIYHOTO 3aXUCTY

4. @opmaTt IUCHUILTIHA

Jns nennoi gopMu HaBYaHHS:
Buknananus kypcy nepembadae JUisi 3aCBOEHHS AUCIUILTIHU TPAAUIIAHI JEKIIHHI 3aHATTS 13 3aCTOCYBaHHSIM MYIbTUMEMIMHHUX Mpe3eHTalliil, y
MOETHAHHI 3 Ta00PaTOPHUMU 3aHATTIMHU.
dopmat ounuti (Face to face)

Jls 3a04HOi (hOpMU HAaBYAHHS:
ITix wac cecii popmar ounnii (Face to face), y mixxceciiinuii nepion — mucranuiiamii (online).




5. Pe3yJbTaTH HAaBYaHHSA

V pe3ynbTaTi BUBYCHHS JUCLUUIUTIHU CTY/ICHT MIOBUHEH 3a0€3MeUNTH HACTYIIHI MPOrPaMHi pe3yJbTaTH HABYAHHS !

— rOTyBaTH MPOIO3MINI 0 HOPMATHBHHMX AaKTiB 1 JOKYMEHTIB 3 METOI0 3a0e3ledyeHHs BCTAHOBJICHOI MOMITHKK iH(popMariiHoi Oe3meku i \abo
KibepOe3neku;

— pO3pOOIATH TMPOEKTHY MOKYMEHTAlil0, LIOJ0 MPOrpaMHHUX Ta NPOTrpaMHO-allapaTHUX KOMIUIEKCIB 3axHcTy iH(opMamiiitHux, iHpopmauiiHo-
TEeIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAHUX) CUCTEM;

— BUKOHYBATHU aHaJIi3 peajizallii NpuiHATOI MoMITHKY iH(pOpMaIiiiHOi 1 /abo kibepOe3neku.

— 3aiiicHIOBaTH npodeciiiHy AISITBHICTh HA OCHOBI 3HaHb CYy4acHUX 1H(OpMaliifHO-KOMYHIKALIHHUX TEXHOJIOTIH;

- pO3pOo0JIATH Ta aHaATI3yBaTH MPOEKTH 1H(QOPMAIIHHO-TEICKOMYHIKAIlIMHIX CHUCTEM 0a3ylouuch Ha CTaHIAPTHU30BAHMX TEXHOJOTIAX Ta MPOTOKOIAaX
nepenavi 1aHux;

- 3aCTOCOBYBATH B MPOQECiiHIi MiIsUTbHOCTI 3HAHHS, HABHYKHU Ta MPAKTHUKH, IIOJ0 CTPYKTYP Cy4YaCHHUX OOUYHCITIOBAIIBHMX CHCTEM, METOIB 1 3ac00iB
00poOku 1H(DOpMaIrii, apxXiTeKTyp ONepaliifHIX CUCTEM;

- 3IICHIOBATH 3aXHUCT PECypCiB 1 mporeciB B iHGOPMAIIHHO-TEICKOMYHIKAIMHAX CHUCTEMaX Ha OCHOBI Mojened Oesneku (KiHIEBUX aBTOMATIB,
yrnpasminas notokamu, Bell-LaPadula, Biba, Clark-Wilson, ta inmi), a Tako)X BCTAHOBJACHHX PEXHMIB Oe3meuHOro (GyHKIIOHYBaHHS iH(OpMAIliiHO-
TEJIEKOMYHIKALIHHUX CUCTEMaX;

— BUKOHYBATH aHai3 MPOrpaMHOro 3a0e3NeueHHs 3 METOI OIIIHKM Ha BiINOBIJHICTh BCTAHOBJICHUM BHMoOTraM iH(opMaliitHoi i\abo kibepOe3mneku B
iH(OpMaIIHHO-TEICKOMYHIKAIlIHHUX CUCTEMAaX.

- 3a0e3meuyBaTl TPOIECH 3aXUCTy 1H(OPMAIIITHO-TEIEKOMYHIKAIIIHHUX (aBTOMAaTU30BAaHUX) CHUCTEM [UIIXOM BCTAaHOBIEHHS Ta KOPEKTHOL
eKCIUTyaTarlii mporpaMHuX Ta MPOTrpaMHO-anapaTHUX KOMILUIEKCIB 3aC001B 3aXUCTY;

—3a0e3neuyBatu (DYHKI[IOHYBaHHS CHEIIAIbHOTO MPOTPAMHOTO 3a0€3MEeUeHHs, IOJI0 3aXHCTy JaHUX BiJI PYHHYIOUHMX MPOTPAMHUX BIUIMBIB,
pYHHYIOUMX KOAIB B iH(OpMaliifHuX, i1H(OpMALifHO-TEIeKOMYHIKalIHHIX (aBTOMAaTU30BaHKUX) CUCTEMAX;

— BUKOHYBATH pO3pO0OKY €KCIUTyaTalliifHOl TOKyMEHTallli Ha KOMIUIEKCiB 3aCO01B 3aXHCTY.

— BUpINIYBaTH 3a7ayi MONEpEKeHHs Ta BUABICHHA, ileHTH(ikamii, aHamizy Ta pearyBaHHS Ha IHOUACGHTH B iH(opMaliiiHux, iHpopmauiiHO-
TEJICKOMYHIKAIITHUX (aBTOMAaTU30BAHUX) CUCTEMAX;

— IPOBOJIMTH PO3CIIIIYBaHHS 1HIMACHTIB iH(OpMaIliiiHo1 O6e3neku Ta/abo kidepoe3nekn 0a3yrounch Ha HaIIOHAJBLHUX Ta MKHAPOJAHUX PETYITIOI0UNX
aKTax, MpoLEeAypax Ta MOJIOKEHHAX B cdepi iHpopmaniiiHoi Oe3neku Ta/abo KibepOe3nexH;

— 3a0e3mnevyBaTy JOTPUMAHHS TOJITUKU BEJCHHS KypHAIIB peeCTpallii Mo/ii Ta IHIUASHTIB 3 BCTAHOBJICHUM PIBHEM JeTali3allii,

— aHaJi3yBaTH Ta BU3HAYATH MOXIIMBICTH 3aCTOCYBAaHHS TEXHOJIOTiH, METOIIB Ta 3ac00iB KpUNTOrpadiuHOro 3axXucTy iH(HopMarii;

— aHaJi3yBaTH Ta BU3HAYATU MOXIIUBICTh 3aCTOCYBAaHHS TEXHOJIOTiH, METO/IIB Ta 3ac00IB TEXHIYHOTO 3aXUCTY 1H(POpMALii;

— BUSIBJIATH HeOe3MeuHl CUTHAIN TEXHIYHHUX 3aC001B;

— BUMIpIOBAaTH TapaMeTpy HeOEe3MEeYHUX Ta 3aBaJOBUX CHTHANIB IMiJl Yac IHCTPYMEHTAJIBHOTO KOHTPOJIIO 3aXMIICHOCTI iH(OpMalii Bil BUTOKY
TEXHIYHUMH KaHaJIaMH;

— BU3HAYaTH €(EKTUBHICTh 3aXUCTy iH(GOpMaIlii BiJi BUTOKY TEXHIYHHMMH KaHAJIAMH BIIMOBITHO J0 BHUMOT HOPMATHBHHX JIOKYMEHTIB CHUCTEMHU
TEXHIYHOTO 3aXUCTy iH(popMallii;

— IHTepIPETYBaTH pE3yJbTaTH TMPOBEACHHS CICHIAIbHUX BHUMIPIOBaHb 3 BHUKOPHUCTAHHSIM TEXHIYHUX 3ac00iB, KOHTPOIIO XapaKTEPUCTHK
iH(pOopMaliifHO-TEIEKOMYHIKALIHHIX CHCTEM BIAMOBIIHO 10O BUMOT HOPMAaTUBHHUX JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY iH(popMarlii;

— OOTpYHTOBYBATH MOJIMBICTh CTBOPEHHS TEXHIYHUX KaHAJIB BUTOKY iH(opMarlii Ha 00’ekTax iH(opMaliifHOT isIbHOCTI;

— BIIPOBA/HKYBATH 3aX0/IM Ta 3aCO0M TEXHIYHOTO 3aXUCTY 1H(OpMAIli Bil BATOKY TEXHIYHUMHU KaHAJIAMHU.
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6. O0car TucuMILTiHA

O3Haka IMCHMILTIHN, BUJ 3aHATTS KinpkicThs roaun
CremaisHICTh 125 «KibepoOesmeka»
KinbKicTh KpeauTiB/roauH 6/180

1 cemectp — 2 momymi

KinbkicTh 3MICTOBUX MOIYITIB .
2 ceMecTp — 2 MOAyIi

Hopmarusra/BubipkoBa HOPMAaTHBHA
@ o,
naGoparopHi 28 ; z:x:zg ~ ii
camocriiiHa poboTa 80 ; z:x:zg : gg

1 cemectp — 3auiK.

Bua mijacyMKoBOro KOHTPOJIIO
UM P 2 cemectp — ex3ameH — 30.

7. llpepekBizuTn

JlucuuiutiHa BUBYAETHCS MICHIS HACTYITHUX JUCIUILIIH: «Buina maremaTika», «ba3oBi MeTo10JI10Tii Ta TEXHOJIOTIi IPOTpaMyBaHHS».



8. TexniuHe i mporpamMue 3a6e3nevyeHHsi/001aTHAHHSA

IIporpamue 3a6e3neyeHHst Binbne I13 un Hi MarepianbHo-Texnisne
3a0e3nmeyeHHs

OpenOffice Bepcii 4.1.7, muensis LGPL, BUJIBHE JlekmiiHi 3aHATTA
Google Chrome, Bepcist 80.0.3987.162, ninensis EULA BIJIbHE npoBoAsThCs y ayAd. 500
Be6-nopran «3akononascteo Ykpainn», https://zakon.rada.gov.ua/ BiJIbHE 00J1aIHAHOK MYJIbTUMEIIHHUM
Be6-nopran «EnekTponHa 610;1i0Teka HOpPMaTUBHUX JJOKYMEHTIBY npoektopoM Epson EB-X41.
http://online.budstandart.com/ua/catalog/klassifikator- BUIbHE Jlaboparophi poboTu
minregionstroya/10. dstu_(derzhavnyi 23691.html BUKOHYIOTBCS Y JTA0OpaTOpPisiX
Be6-nopran «Crangaptu ISO/IEC https://www.iso.org/standards.html BiJIbHE Kkaenpu kibepOesreku Ta
Kali Linux mirensist GNU GPL https://www.kali.org/ BIJTbHE IPOrpPaMHOro 3a0e3MeyeHHsl,
VirtualBox Bepcii 6.1.38 minensist GNU GPL 2 https://www.virtualbox.org/ BIIbHE (ayg 501, 505, 507, 508, 517),
Nmap sepcii 7.93 https://nmap.org/ BUIbHE 3 BIZIKPUTOIO 0€371POTOBOIO
Nessus Bepcii 8.2.3 minen3is: 6e3xkomToBHO NpoTsirom 7 auis https://www.tenable.com/try YMOBHO BifpHe | MCPEKCIO Wi-Fl, Binbnm
Vega ninensisa: 6esxomrosHo https://subgraph.com/vega/ BilTbHE JI0CTYNOM 110 IHTepHETY.
Maltego Bepcii 4.2.11 minen3is: 6e3komTOBHA OTHOPIYHA JIilieH3is Maltego nist akaieMidHuX 1 .
HEKOMepIiHUX nociiaaukiB https://www.maltego.com/academic-non-profit/ YMOBHO BLIRHE
WireShark Bepcii 3.7.1. minensis GNU GPL 2+ https://www.wireshark.org/ BiJIbHE
Aircrack-ng Bepcii 1.5.2. minen3is GNU GPL https://aircrack-ng.org/ BiJIbHE
Metasploit Bepcii 6.0.1 minensis GNU GPL https://www.metasploit.com/ BIJIbHE

9. HoJuiTKa TUCHUILIIHUA

AxaneMiyHa J10OpOYECHICTD:

OuikyeTbcs, IO CTYIEHTH OyAyTh JOTPUMYBATUCS MPUHIUIIB aKaJeMidyHOi T0OpOYeCHOCTI, YCBIIOMITIOBATH HACHiAKY ii mopymeHHs. [leranpHime 3a
nmocwianasm URL : http://www.kntu.kr.ua/doc/dobro.pdf

Ha mepuriii nekii 3mo0yBauaM OCBITH TOBOASTHCS ToyioxkeHHsT CtarTi 42. AkazemidHa 100podecHicTh, 3akoHy Ykpainu «IIpo ocBiTy»

BinBinyBaHHs 3aHATH

BinBigyBaHHS 3aHATH € BAXKIIMBOIO CKJIaJI0BOI0 HaB4aHHS. OUiKY€EThCS, 110 BC1 CTYICHTH BiBITAIOTH JIEKIIIi 1 JaOOpaTOpHi 3aHATTS KypCy.

[Ipony1ieHi 3aHATTS MOBUHHI OYTH BiNIpallbOBaHi HE Mi3HiIIE, HIX 32 THXKIEHb J10 3aJIIKOBOI Cecii.

IToBemiHKa HA 3aHATTIX

HenonmycTumicTs: 3ami3HeHb Ha 3aHATTSI, CIMCYBAaHHSI Ta TUIATiaT, HECBOEYACHE BUKOHAHHS TIOCTABJICHOTO 3aBIaHHS.

[Ipu opranizarii ocBiTHROr0 mpoiiecy B LleHTpanbHOYyKpaiHCHKOMY HaIllOHAIBHOMY TEXHIYHOMY YHIBEPCUTETI CTYAECHTH, BUKJIagadi Ta aJMiHiCTpallis
Jit0Th BiAmoBimHO 10: IlomokeHHs Tpo oOpraxi3aiiro OCBITHbOro mporiecy; [lojokeHHs Tmpo opraHizaimilo BUBUYEHHS HABYAIBHHX JAUCIHUILUIIH BUTBHOTO
BuOOpY; IlonoxxeHHs mpo pyOiKHUI KOHTPOJIb YCIINIHOCTI 1 ceciiiny atecranito ctyaenTiB LIHTY, Konekcy akagemiunoi goopouecnocti LIHTY.
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https://www.maltego.com/academic-non-profit/
https://www.wireshark.org/
https://aircrack-ng.org/
https://www.metasploit.com/
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10. HaB4aJbHO-MeTOAMYHA KAPTa TUCIHUILTiHI

1 cemecTp

Tema, OCHOBHI NUTAHHA

Tu:KaeHb, . dopma . .o
(po3xpusearoms 3micm i € . . Jlireparypa, Camocriiina po6ora .

jaara, . . JISITIbHOCTI . . eu . Bara Tepmin
. . | opienmupamu ons niocomosku 0o Marepiaau |ingopmauniiHi 3aB1aHH1, .
akaaeMiuHi .. (3aHATTA) OLiIHKM | BUKOHAHHSA
MOOYNILHOO [ NIOCYMKOBO20 pecypcu 00csIr roAuH
rOAMHHU /dopmat

KOHMPOJIi0)

3micToBHUIT MOaYJIb 1. YKpaiHChbKe Ta MIXKHAPO/HEe 3aKOHOAABCTBO B raJjy3i inpopMmailiiiHoi Ta /a060 KidepOe3nexun, MeTOAH i 32c00U 00pOOKH
ingopmauii, onepauiiiHi cucremu, Moaei 0e3neKn

Twux. 1
(3a
PO3KJIaZIOM)
(2rom.)

Tema 1. YkpaiHcbKe Ta
Mi2KHAPO/JHE 3aKOHOaBCTBO B
rajysi inpopmauiiinoi Ta /ado
Ki0epOe3nexku

3akoH Ykpainu «IIpo ocBiTy».
Crartsa 42. AxkageMiuHa
MOOPOYECHICTD.

3aKoHOZaBYa Ta HOPMATUBHO-
mpaBoBa 0a3a YKpainu B ramysi
iH(popManiiiHoi Ta /abo
KiOepOe3meKu:

(3Y mpo iHdopmariito, mpo
HayKOBO-TEXHIUHY iH(pOpMaIlito.
3V «Ipo 3axuct iHpop™marlii B
iH(opmarriiHo-
TEICKOMYHIKALIHUX CHCTEMaX).
3V «lIpo moctym 10 myOaigHOT
iHpopmarii». 3Y «Ipo nepxaBHy
TaeMHUIIOY». 3Y «IIpo ocHOBHI
3acaau 3a0e3neueHHs
KiOepOesnekn YKpainmy.
[TocranoBa KMV Bix 19 uepBHs
2019 poky Ne 518 «IIpo
3aTBEp/HKCHHS 3arajJbHUX BUMOT
10 K10ep3axucTy 00’ €KTiB

KPUTUYHOI iHPPACTPYKTYPH.)

Jlexmis /
Face to face

[Ipesenraris

[1-7]
[31-40]
[118]

CaMoCTIifHO OmpaIfroBaTH
Mmarepia:
PosrisinyTr 3aKkoHO1aBYO-
HOpMAaTUBHY 0a3y, 111010
3a0e3nedyeHHs KidepOe3neku B
VYkpaiHi.

(2rox.)

4 6ammn

CamocriiiHa
poboTa 1o 2
TYOKHS
BKJIFOYHO




Tux.2 Tema 1. Ykpaincbke Ta Jlexuus / [TpesenTaris [1-7] CaMocCTiiftHO ompaIroBaTu 4 danu CamocriiiHa
(3a MisKHApO/IHE 3aKoHOIaBCcTBO B | Face to face [118] Marepia: pobGora 10 2
po3KiIagoM) [rajysi ingopmaniiinoi Ta /ado JlocmiguTi MXKHAPOIHI CTaHIAPTH TUKHS
(2rom.) [kiGepOe3mexn B raitysi indopmatiifHoi Ta /abo BKJTFOUHO
MiXHapOIHI CTaHIAPTH B raiysi Ki0epOe3nexu
indopmarriitHoi Ta /abo (2 roxm.)
KiOepOe3neKu:
(Permamentn €C B ramysi
kibepoesneku. JICTY ISO 27001)
Twxk.1,2  [Tema 1. Jlabopatopna| MeroanyHi [116-118] CamocTiifHO omparroBaTu 8 6aniB | CamocriiiHa
(3a Posropranus onepariitnoi pobota/ | pexomeHnarii Mmarepia: pobora 110 2
PO3KJIaIOM) |CHCTEMH UIs TIpoBeZIeHHs ayauty | Face to face Posropuytu omnepaniiiHy cucteMu THOKHS
(2rom.) [kiGepOe3meku KOMIT FOTePHHIX JUTS1 IPOBEJICHHS AyUTY BKJIFOYHO
MEpEX Ta CUCTEM KiOepOe3neKkn KOMIT FOTEPHHUX
MEpEeX Ta CHCTEM
(3rox.)
Tux.3  [Tema 2. IHcTpyMeHTaJIbHI Ta Jlexuis / [IpesenTaris [1-7] CamocTiiiHO ompaloBaTu 4 6amu | CamocriiiHa
(3a NPUKJIATHI 32CTOCYHKH B Face to face [9-12] MaTepiai: poboTa mo 4
po3kianoM) |iHdopmaiiiiniii Ta/a6o [118] JlocmiguTH IHCTpyMEHTAIIbHI Ta THIKHS
(2rom.) |kiGepOe3meni Ta MeToaM i 3aco0u MPUKJIAIHI 3aCTOCYHKHU B BKJIIOYHO

00poOKHM iHpopmanii
[HCTpYMEHTAJIbHI Ta MPUKIATHI
3aCTOCYHKH B iH(pOpMaIiitHii
Ta/abo kibepbesmerri.

(Mepexesa moaenb OSI. OcHoBHI
npotokonu creky TCP/IP.
BipTyanizamist (IpUHIUIH,
rinepBizopu). ApxXiTeKTypa

KOMTII FOTEPIB. )

iH(opmartiiiHii Ta/abo
kibepoe3nerri
(2 rox.)




Tux.4
(3a
PO3KIIaJIOM)
(2 rox.)

Tema 2. IHcTpyMeHTaJILHI Ta
MPUKJIAIHI 32CTOCYHKH B
iHgopmauiitniii Ta/ado
Ki0epOe3mneni Ta MeToau i 3ac00m
00poOku inpopmanii

MeToau 1 3acobu 06poOKHu
iH(popMarii:

(ExoHOMHE KOTYBaHHS:
KoayBaHHs MeToioM [llenHOHa-
dano, anroput™ Xaddmana.
3aBanoctiiiki kogu: [IpuHIunm
3aBaOCTIMKOTO KOyBaHHSI.
(OCHOBH1 XapaKTEPUCTUKU
3aBaJOCTINKNX KOJIB.
Kracudikarrist 3aBagoCTiHKIX
KOI1B. MaTeMaTUYHUH OITHC
MpoIeCy KOTyBaHHS i
neKkoryBaHHs, biiodHi JiHiMHI
kou. Kogu Xemminra, Lukiiuni
KOJIM. YKOPOYEHI ITUKIIIYHI KOJIH.
Komu boy3a-Hoynxypi-
Xoksiarema. Koau Pima-
Costomona. Koy ®aiipa)

Jlekmis /
Face to face

[TpesenTaris

[1-7]
[17]
[118]

CamocrTiifHO omparroBaTu
Marepiai:
JlocmiauTi METOIM 1 3aco0H
00po6xu 1HpopMartii
(2rom.)

4 danu

Camocriiina
poborta 10 4
THXHA
BKJIIOYHO

Twx.3,4
(3a
PO3KJIaJIOM)
(2 ron.)

Tema 2.

[HCTPYMEHTH IPUXOBAHOTO 300py
TeXHIYHOI 1HpOopMaIIii 3

KOMIT FOTEPHOI cucTemMu abo
Mepexi

Jlabopatopna
pobora /
Face to face

MeronnyHi
pexoMeHaatii

[116-118]

CaMoCTiifHO OmpaIroBaTH
MaTepiai:
Posropayrtu iHCTpyMEeHTH
MPUXOBAHOTO 300py TEXHIYHOT
iH(opmMartii 3 KoM 0TepHOT
cucTeMH abo Mepexi
(3roxm.)

8 GamniB

CamocriiiHa
poboTa mo 4
TYKHS
BKJIFOYHO
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Twk.5  [Tema 3. Onepauniitni cucremu ta | Jlekuis / [TpesenTaris [1-7] CaMocCTiiftHO ompaIroBaTu 4 6amn | CamocriitHa
(3a MojeJi 0e3meKku B Face to face [118] Marepia: pobGora 10 6
po3knanoM) |[iHdopmauiiiniii Ta/ad6o JlocniauTH 3aXUCHI MeXaHi3MU TUKHS
(2rom.) [kiGepOe3memi oTepanifHIX CUCTEM BKJIIOUHO
OmnepariiiiHi CHCTEMHU: (2 rom.)
(ApxiTekTypa ornepariiHux
cuctem. [Iporiecu i moToku B
OTICpAIlITHUX CHCTEMaX.
KepyBanHs nam’4TTIO B
orepamiitHux cucremax. aitnosi
CUCTeMH. 3aXUCHI MEXaHi3MU
ornepamiiinux cucrem (Unix,
Windows Server 2022, Windows
10/11))
Twk.6  [Tema 3. Onepaniitni cucremu ta | Jlekuis / [Tpe3enTaris [1-7] CaMocCTiiftHO ompaIroBaTu 4 6amn | CamocriitHa
(3a MojeJi 0e3meKku B Face to face [118] Marepia: pobora 10 6
po3knanoM) |[iHdopmauiiiniii Ta/ad6o Jocniguti Moieni 6e3nexu B TUKHS
(2rom.) [kiGepOe3memi iH(dopmatiifHiii Ta/abo BKJTFOUHO
Moneni 6e3neku B iHbopMaIliiHii kibepoe3merri
Ta/abo KibepOesrmeri: (2 rox.)
(ACTY ISO/IEC 15408. Monens
nopymHuka. MoJens 3arpos.
Monenb Bpa3IMBOCTEN)
Twx.5,6 [Tema 3. JlaGopatopna| MeroanuHi [116-118] CamocrTiifHO omparoBaTu 10 6aniB | Camocriiina
(3a JlociKeHHs ypa3auBOCTEH pobora/ | pekomeHmamii Marepiai: poborta 10 6
PO3KIIAZIOM) [CHCTEMH a00 MEpexi 3a Face to face [IpoBectu gociimKeHHs TUKHS
(2rom.)  |HOMOMOTOIO CIeliaTi30BaHOTO ypa3NuBOCTeH cucTeMu abo BKITFOUHO
CKaHepa ypa3nuBocTeil — Nessus MepexXi 3a JOTOMOT OO
CTIELiaTi30BaHOTO CKaHEepa
ypaznuBocTeit — Nessus
(3 ron.)
MakcumanbHa KiTBKICTh 0alTiB 3a 3MicToBUM MoayiieM 1 | 50 6amniB
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3micToBHUIT MoayJIb 2. 3axuct iHdopmanii, mo o0podasiernhes Ta 30epiraerscst B IKC, nporpamsui Ta nporpamuo-anapartsi kommiexkcu 331,
BiJIHOBJIEHHSI Ta MOHITOPUHT npoueciB pynkuionyBanusa IKC, mexaHizmu 0e3neku KOMI'IOTEPHUX MepPesK, MPOEKTYBAHHSA, CTBOPEHHS, CYIPOBI
KC3I, moneai 3arpo3 Ta moaeJii NOPYIHUKA, OWiHKa 3axuieHocTi indpopmanii B IKC

Twux.7
(3a
PO3KIIaJIOM)
(2 rox.)

Tema 4 3axuct indopmanii, mo
00po0IsiETHCS Ta 30epiracTbecs B
IKC, nporpamMHui Ta nporpamHo-
anapatHi komiiexkcu 331
3axucT iHpopMaIlii, 1o
00pOOIIAETHCS Ta 30€pIracThCs B
iH(opmarriiHo-
TEJIEKOMYHIKallIHHUX CHCTEMax
(IKC):

(ITpouenypu inentudikarii,
aBTeHTHU(]IKAII1, aBTOpU3AIIi]
KOpUCTYBaviB. 3aXUCT PeCypcCiB 1
MpoiieciB B iHGopMmaIliiHo-
TEJIEKOMYHIKaIllIHHUX CHCTEMax Ha
OCHOBI MOJIeJIell Oe3Iexku
(KIHIIEBUX aBTOMATIB, YIIPABIiHHS
notokamu, Bell-LaPadula, Biba,
Clark-Wilson, Ta immmi).
PesepByBanHs iH(popMarrii Ta
komrioHeHTiB IKC).

Jlekmis /
Face to face

[TpesenTaris

[1-7]
[118]

CamocrTiifHO omparroBaTu
Marepiai:

JloCTiiNTH MUTaHHS 3aXUCTY
iHdopmartii, 1o oOpoOIsIETHCS Ta
30epiraerses B IKC
(2 rox.)

4 dan

Camocriiina
poborta 10 8
THXKHS
BKJIIOYHO

Tux.8
(3a
PO3KIIaJIOM)
(2 ronm.)

Tema 4 3axuct indopmanii, mo
00po0IsiEThCS Ta 30epiracTbcs B
IKC, nporpamMHi Ta nporpamHo-
anapaTtHi komimiexkcu 331
[Iporpamui Ta mporpamMmHo-
arapaTHI KOMIUIEKCH 3ac001B
3axucty indopmariii (331):
(AHTHBIpYCH, MDKMEpPEKEB1
exkpanu. IDS, IPS. Cucremu
KOHTPOJIIO Ta yIPaBIIiHHS

TOCTYIIOM )

Jlekmis /
Face to face

[Tpe3enTaris

[1-7]
[118]

CamocrTiifHO omparoBaTu
Marepiai:

JocniguTt mporpamHi ta
IIPOrpaMHO-anapaTHi KOMILJIEKCH
331
(2rom.)

4 dan

Camocriiina
poborta 10 8
THXKHS
BKJIFOYHO

12




Tux.7,8 [Tema 4 JlaGopatopna| MeroanuHi [116-118] CamocrTiifHO omparroBaTu 4 6anie | CamocriitHa
(3a Bu3HaueHHs ypa3IuBOCTEH BEO pobora/ | pekomeHmamii Marepiai: poborta 10 8
PO3KIIaIOM) [pecypciB Ta BeO 3aCTOCYHKIB. Face to face Busnauntu ypaznuBocTi BeO TUKHS
(2ron.) |Ckanep ypasnuBoctei — Vega pecypciB Ta BeO 3aCTOCYHKIB BKJTFOYHO
caiity http://kbpz.kntu.kr.ua/ 3a
JIOTIOMOTOI0 CKaHepy
ypasnuBocTeil — Vega
(3roxm.)
Tux.9  [Tema S. BinHoBjieHHs Ta Jlexuis / [IpesenTaris [1-7] CaMocTiitHO ompalroBaTu 4 6an CamocriiiHa
(3a MOHITOPHHT MpoIeciB Face to face [118] Marepia: pob6ora 10 10
po3kinaznoMm) |pynkuionyBanus IKC Po3risiHyTH MUTAHHS B1THOBJICHHS TUKHS
(2rox.) |BimHOBiIEHHS (YHKIIIOHYBAaHHS dbynakuionyBanns IKC micns BKJTFOYHO
[KC micns peanizauii 3arpos, peaiizarii 3arpo3, 311HCHEHHS
3nilicHeHHS KibepaTak, 3001B Ta kibeparak, 3001B Ta Bi]MOB Pi3HUX
BiTMOB PI3HHX KJIaciB Ta KJIACIB Ta IMOXOKEHHS
[MOXOKEHHS : (2 rox.)
(Oprani3zamiifHo-TeXHIUHI 3aX0]I1
B1IHOBJICHHS (DYHKITIOHYBaHHS
IKC. XXypHnan ayauty moii.
[lomiTHKN pe3epBHOTO
KOITIFOBAHHSI JIAHUX ).
Twxk.10  Tema 5. BinHoBJieHHs1 Ta Jlexis / [TpesenTaris [1-7] CaMocCTiitHO ompaIroBaTu 4 Gan CamocriitHa
(3a MOHITOPHHT MpoIeciB Face to face [118] Marepia: pob6ora 10 10
po3kinaznoMm) |pynkuionyBanus IKC PosrisHyTH nuTaHHsA THXKHSA
(2rox.) |[MoOHITOpHHT IPOIIECIB MOHITOPHHTY TPOIIECIB BKJTFOYHO

¢ynkuionyBanus IKC:

([xepena indopmarii mpo momii
Ta TUTIW TTOA1H, 1110 aHATI3YIOThCS
B cricTeMax MOHITOpiHTy. Cucrema
Bi3yasti3allii Ta yrnmpaBJIiHHS

nonissmu (SIEM). Anani3 nomiif)

¢ynkuionyBanus IKC
(2 rom.)
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Tux.9,10 [Tema 5. JlaGopatopna| MeroanuHi [116-118] CamocrTiifHO omparroBaTu 4 6anie | CamocriitHa
(3a [Tomryk ypa3nuBOCTEH Ta 9yTTEBOI| poboTa/ | peKoMeHalri Marepiai: po6ota g0 10
poskianoM) [iHpopmalii y Bigkputux pecypcax | Face to face [IpoBecTu nouryk ypa3iauBocTeit THXKHSA
(2ron.) 3a momomororo 3aco0y Maltego Ta 9yTTEBOI 1HPOpMaItii y BKJTFOYHO
BIIKPUTHUX pecypcax 3a
JOTIOMOT 010 3ac00y Maltego
(3rom.)
Twx.11  [Tema 6. Mexanizmu 0e3nexku Jlexis / [Tpe3enTaris [1-7] CaMocCTiitHO ompaIroBaTu 4 Gan CamocriitHa
(3a KOMIT'IOTEPHUX Mepex Ta Face to face MaTepiai: pobota g0 12
PO3KJIaIOM) [IPOEKTYBAaHHS, CTBOPEHHS, [118] Jocniautu MexaHi3Mu 6e3neKn THKHS
(2rom.) |cymposing KC3I. KOMIT'FOTEPHUX MEPExK BKJIFOYHO
MexaHizMu Oe3rneku (2 rox.)
KOMII'FOTEPHUX MEPEXK:
(BipTyanbHi mpuBaTHI MEpexKi
(VPN). [IpoTokonu
aBTeHTH(diKamii RADIUS.
ITpotokomu SSL/TLS.)
Tux.12 [Tema 6. Mexanizmu Ge3nexu Jlexis / [Tpe3enTaris [1-7] CaMocCTiiftHO ompaIroBaTu 4 Gan CamocriitHa
(3a KOMIT'IOTEPHUX MEPeXK Ta Face to face [118] Marepia: pobora 0 12
PO3KJIaJIOM) [IPOEKTYBAHHS, CTBOPEHHS, JlocnmiguT MeXaHi3Mu TUKHS
(2rom.) |cymposin KC3I. MIPOEKTYBaHHS, CTBOPEHHS, BKJTFOUHO
[IpoekTyBaHHs, CTBOPEHHS, cynposig KC3L.
cymposig KC3I: (2 rox.)

(ITpoBeneHHs aynuty
iHopmariitnoi 6e3nexu (Ib) Ta
BU3HAYEHHS 11 piBHS Ha OCHOBI
3BITY 3 ayauty pusukis Ib. Bulip
METO/IB Ta 3ac001B 3a0e3EeUYeHH

HeoOXiqHoro piBHs IB)
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Twxk. 11,12
(3a
PO3KIIaJIOM)
(2 rom.)

Tema 6.
Cuibepu

JlaGopatopHa
pobora /
Face to face

MeroauyHi
peKoMeHiartii

[116-118]

CamocrTiifHO omparroBaTu

Marepiai:
BuxopucroByroun cHibdep
Wireshark Ta indopmarmito 3
caity anti-

trojan.org/port_opened.html
(MOXJIMBO BHMKOpPHUCTOBYBAaTH M

1HIIT1 pecypceu, OCHOBHUM
KpUTEpIEM €  aKTYyalbHICTh
iHpopmarrii) nooyaynTe
¢inpTp(3axBaty abo

BIIOOpaXEHHsI) JUIsl TepexBaTy
MaKeTiB M0 MOXYTb WTH 3
HIMUTYHCHKOTO MIPOrPaMHOTO
3a0e3neueHHs. [Ticns
MPOAHAITI3yHUTE Tpadix y
JEKUITbKOX Mepexax(MiHIMyM
TpH). Homnaiite y 3BIT
iHpopmanito mpo Tpadik SAKui
OyJn0 OTpUMaHO Yy KOXHIH 3
MEpEK. Bukopucrosyrouu
Wireshark mpoananizyiite Tpadik
110 TEHEPYE Balll KOMIT IOTEp MPHU
3BEpPHEHHI Ha TIOMYJISIPHI CalTH

(BUKOpUCTOBYHTE ¢inbTpH,
iH(opMaIliio Mpo HUX JOMAUTE y
3BIT,  MOSICHITH  4YOMYy  BH

BUKOPHUCTAJIM caMme 1X), Balri
CIIOCTEpPEIKEHHS JoJaiiTe y 3BIT.
BuxopucroByroun cHidep
Etherape mpoanamnizyiite 3B’sI3Ku
10 BUHHUKAIOTH NPU 3BEPHEHHI

BaIIIOTO Opaysepy 10

MONYJIIPHUX CaMTIB.

CrnocrepexeHHs AoAalTe y 3BIT.
(3roxm.)

4 6anis

Camocriiina
pobota g0 12
THXHA
BKJIIOYHO
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Twxk.13  [Tema 7. Moaeai 3arpo3 ta Jlexuis / [TpesenTaris [1-7] CaMocCTiiftHO ompaIroBaTu 4 Gan CamocriitHa
(3a Mo/eTi MopyIHHKa Ta ominka | Face to face [118] Marepia: pobora 0 14
po3knagoM) BaxumenocTi ingopmanii B IKC JloCImiIuTH MOJIeNi 3arpo3 Ta THXKHSA
(2rom.) |Mogmeri 3arpo3 Ta Mojeni MO/IeJTi TOPYITHUKA BKJTFOYHO
MOPYIIHUKA: (2rom.)
(3arayibH1 BUSHAYCHHS i TIOHATTS
MOJIEJI1 3arp0o3 Ta MO
MOPYITHUKA. 3arpo3u IIJTICHOCTI.
3arpo3u OCTYIHOCTI. 3arpo3u
KOH(]1ACHITIITHOCTI. 3arpo3u uepes
TEeXHIYHI KaHaJH. 3arpo3u uepe3
ColliaIbHY 1HXECHEPIFO.)
Twx.14  [Tema 7. Moaeai 3arpo3 ta Jlexis / [TpesenTaris [1-7] CaMocCTiitHO ompaIroBaTu 4 Gan CamocriitHa
(3a Mo/eTi MopyImHHKa Ta ominka | Face to face [118] Marepia: pobora 0 14
po3kianoM) BaxuineHocTi indpopmanii B IKC JlocmiauT MeXaHi3MH OLIIHKH TUKHSA
(2rox.) |OmiHka 3axuiieHOCTI iH(GOpMAITii 3axuieHocTi iHdopmariii B IKC BKJTFOYHO
B iH(OpMariiiHo- (2ron.)
TEJIEKOMYHIKAIIHHUX CHCTeMax
(IKC):
(KonmentyanbHa cxeMa OIliHKH
0e3nexu iHdopMmarii. KigbkicHa
Ta SIKICHA OIIHKU Oe3IeKHn
iH(popMartii)
Twx.13,14 Tema 7. JlaGopatopna| MeroanuHi [116-118] CamocrTiifHO omparoBaTu 6 6amun | CamocriitHa
(3a 3aci0 TOoCiIKeHHS ypa3auBOCTeH |  poboTa/ | pekoMeHaarrii Marepiai: pobota no 14
po3KIIaaoM) [0e3mpoBigHIX Mepex Wi-Fi — Face to face [IpoBectu gociimKeHHs TUKHS
(2rom.) | Aircrack-ng ypa3rUBOCTEH OE3MpPOBITHIX BKITFOUHO
mepexx Wi-Fi 3a momomororo
Aircrack-ng
(2rox.)
MakcumanbHa KITBKICT 0aJ1iB 3a 3MICTOBHM MojysieM 2 | 50 6ariB

Sanik
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2 cemecTp

Tema, 0OCHOBHI NUTAHHA
Tu:KaeHb, . ®opma . .o
(po3xpusearoms 3micm i € . . Jlireparypa, Camocriiina po6ora .
;[aTa., . ] 0. [020mosKU 00 ALIRHOCT] Marepiaan |indopmauiiin 3aBaaHHA B.a ra Tepmin
aKkaJaeMivHi OpLERMUpaNMu Gz ni (3aHATTA) P ®op ’ OUiHKM | BUKOHAHHSH
MOOYNILHOO [ NIOCYMKOBO20 i pecypen 00CAT TOAUH
rOAMHHU /dopmar
KOHMPOJII0)
3micToBHHUIT MoayJb 3. YpaBiaiHHs iHGopManiiiHoo Ta/a0o kidepoe3nexkoro, ayauT iHdopmailiiiHoi Ta/a00 KidepOe3neKkn, CHMeTPHYHI
KPUNTOCHCTEMU
Twk.1,2 [Tema 8. YnpaiaiHus Jlexis / [Tpe3enTaris [1-7] CaMOCTIiifHO OmpaIroBaTu 4 6amn | CamocriitHa
(3a indgopmaniiinoro Ta/ago Face to face [118] MaTepiai: po6oTa 1o 2
PO3KJIaIoM) [KiDepoOe3neKoro Jocaiautu nuTaHHS yIpaBlliHHS THXKHS
(2ron.) |(YmpaBmiHHS KiOEpiHIIUACHTAMU: iHpopMalliitHO Ta/abo BKJIFOYHO
[TousTTS KiOepOe3neKoro
KiOepiHIuIeHTa/KiOepaTaKH. (2 ron.)
Po3sciinyBanHs
KiOepiHIMACHTIB/KiOepaTak.
YTpaBiiHHS PU3HKAMU B
iHpopMmartiiiHiit Ta/abo
KiOepOesmeri: 3arainpHa
KOHIICTILIisI YITPABIIiHHS PU3UKAMHU
Ib. ISO/IEC 27005:2018, IEC
31010:2019, NIST SP 800-39,
NIST SP 800-37, NIST SP 800-30,
NIST SP 800-137 (Pu3uku
iH(opmariiiHoi Oe3rmexku. AHa3
Ta OIiHKa pu3uKy. [IpuiHATTS
PU3UKY. 3MEHIIICHHS PU3UKY.
CtpaxyBaHHS (II€peKIalaHHs)
pu3uKy). Cuctemu kiacy Incident
Response Platform.)
Twk.1,2  [Tema 8. Jlaboparoprna| Meroanysi [116-118] CamocTiifHO omparroBaTu 6 6anis | CamocriitHa
(3a Posropranns pen-test craHiii pobora/ | pekomeHaamii Marepia: pobora 110 2
PO3KJIaJIOM) Face to face Posropnayrtu pen-test cranitito THXKHS
(2 rom.) (2 ronm.) BKITFOUHO
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Twx.3,4 [Tema 9. Ayaut indgopmaniiinoi Jlexrtist / [Ipe3enraris [1-7] CamocrTiifHO omparroBaTu 4 6amu | CamocriitHa
(3a Ta/a60 Kidepoe3nexu Face to face [118] Marepia: pobora 10 4
posknanoMm) |(Etamu npoBeneHHs ayauTy. JIOC/iIUTH TUTaHHS ayJAUTY THXKHSI
(2ronm.) |AymuT Ha OCHOBI aHAJTI3y PU3HKIB. iH(dopmarriiHoi Ta/abo BKJTFOYHO
IAynuT Ha ocHOBI ctanaapris Ib. KibepOe3nexu
AyIUT Ha OCHOBI €KCTIEPTHHUX (2 rom.)
nociimkens IC.
3abe3neueHHs Oe3MepepBHOCTI
6i3Hec-tiporieciB: [oHsTTS Gi3HEC-
mporecy. Monens 6i3Hec-
Mpoiiecy.)
Twk.3,4 [Tema9. Jlaboparopna| Meroanysi [116-118] CamocTiifHO omparroBaTu 6 6anis | CamocriitHa
(3a [TinroToBka g0 pobotu Metasploit| pobGota/ | pekoMmeHpaarii MaTepiai: poboTa mo 4
po3Kkiiamom) (ra postgresql Face to face [linroryBaru n0 po6otu Metasploit THXKHS
(2Ton.) Ta postgresql BKJIIOUHO
(2Tonm.)
Twk.5,6 [Tema 10. CumeTpuuHi Jlexrrist / [Mpe3enTarris [1-7] CamocTiifHO omparroBaTu 4 6amu | CamocriiiHa
(3a KPHUITOCHCTEMH. Face to face [41-46] Martepiat: pobGora 10 6
po3kianom) (Mogaens CUMETPUIHOT [118] JlocnmiauT CUMETpUYHI THXKHS
(2ron.) [kpunrocuctemu. Kimacuusi KPUITOCUCTEMH BKJIFOYHO
mMeroau mmdpysanss: Hudp (2 rom.)

Lle3apst, Bepnama. KBanpar
[Toni6is. HIudp ramyBaHHS.
bnokosi mudpu: DES. AES.
JICTY I'OCT 28147-2009. JICTY
7624:2014 (pexumu pobOTH,
TOBXHHA KITIOYiB, IOBXKHHA OJIOKY
BX1JTHOTO TEKCTY, KIJTbKICTh
payH1iB, KPUIIOCTIMKICTB).
[ToToxoni mudpu: RC4,
STRUMOK. (ACTY 8845:2019)
(TOB)KMHA KITIOYIB,
KPUTIOCTIMKICTB).)
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Tuwxk.5,6 (Tema 10. JlaGoparopna| MeroanyHi [116-118] CamocrTiifHO omparroBaTu 6 6anmiB | CamocrTiitHa
(3a 36ip iH¢opMaIlii 3a JOITOMOTOI0 pobora/ | pekomeHmarlii Marepiai: poborta 10 6
posknanom) |Metasploit Face to face 3i0paTu iHpopMaIriro 3a TYOKHS
(2 rom.) nornomororo Metasploit BKJTFOYHO
(2 ron.)
MaxkcuMaibHa KiTbKICTh 6amiB 3a 3MicToBUM MojyieM 3| 30 Oani
3micToBHUIT MOAYJIb 4. ACHMETPUYHI KPUNITOCUCTEMH, KpUNTOrpadgivHi NpoToKoau, HudpoBa creranorpadisi, TexHiuyHui 3axucT iHpopmaii
Twk.7,8 [Tema 11. AcumeTpuuHi Jlexis / [Tpe3enTaris [1-7] CaMOCTIiifHO ompaIroBaTu 2 6amn | CamocriiiHa
(3a KPHUITOCHCTEMH. Face to face [47-53] Martepiat: po6ora 110 8
poskianoM) |(Moaenb acHMeTpUYHOT [118] JIoCmiIuTH aCUMETPHYHI THKHS
(2ron.) kpunrocucremu. Iugpp RSA. KPUIITOCUCTEMU BKJIFOYHO
Anroput™ Enb-I'amans (EG). (2Tom.)
["eHeparlisi CIIJIbHUX CEKPETiB
Jibdi-Xenmmana (DH).
EnextpoHHui uppoBuil mignuc
DSA. Kpunrorpadis Ha
eJINTUYHUX KPUBHX.
Enextporauii mudpoBuil mianuc
srigao JICTY 4145-2002.EC-DSA
srigno ISO/IEC 15946-2)
Tuwx.7,8 [Tema 11. JlaGoparopna| Meroanysi [116-118] CamocrTiifHO omparroBaTu 6 6aniB | CamocrTiitHa
(3a [Tomyk ypaznuBocTei 3a pobora/ | pekomeHmarlii Marepiai: poborta 10 8
po3kiagoM) |monomororo Metasploit Face to face 3HalTH ypa3IUBOCTI 3a THXKHS
(2 rom.) nornomororo Metasploit BKJTFOYHO
(2rox.)
Tux.9,10 [Tema 12. Kpunrorpadiuni Jlexrist / [Ipe3enraris [1-7] CamocrTiifHO omparoBaTu 2 6amu | CamocriiiHa
(3a MPOTOKOJIN. Face to face [118] Marepia: pob6ora 10 10
po3kianom) (IIpoTokonu 3aXxuCTy MEpEKEBOTO Hocnigutu kpuntorpadiui THXKHS
(2ron.) mpadiky IPSec. [IpoTokonu IIPOTOKOJIN BKJIIOUHO
Oe3reuHol nepenayi JaHux (2 rom.)

MPUKIIQIHOTO piBHS: https.)
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Tux.9,10 Tema 12. JlaGoparopna| MeroanyHi [116-118] CamocrTiifHO omparroBaTu 6 6anmiB | CamocrTiitHa
(3a Enkonepu pobora/ | pekomeHmarlii Marepiai: po6ota g0 10
PO3KJIa10M) Face to face Buxopucraru enkogepu ans THXKHS
(2 rom.) 00X0/y 3aXHUCTy aHTUBIPYCHHUX BKJTFOYHO
nporpam
(2 Ton.)
Tux.11,12 Tema 13. llndpona Jlexuis / [TpesenTartis [1-7] CamocTiitHO ompalroBaTu 2 6amu | Camocriiina
(3a cTeranorpadis. Face to face [118] MaTepia: pobota o 12
poskmagom) |(ITousrrs mudpoBoi JlocmiauT METOAM Ta MEXaH13MHU THXKHS
(2rom.) [creranorpadii. Moaenn nudpoBoi creranorpadii BKJTFOYHO

CTEraHOCHCTEMH Ta Kiacudikarris
METOIB cTeraHorpaiyHOTO
3axucTy. OCHOBHI BUMOTH JI0
cTeranocucreMu. Biakpuri,
HaIiB3aKpHTI, 3aKPHUTI
creranocuctemu. [lonsarrs LIB3,
knacudikaris. Meton
MoaudikaIlli HaHMEHIIIOTO
3HAYYIIOTo 0iTa Ta iHIII METOIU
MPUXOBAHHS JAaHUX Y 300paKe€HHI,
BiJIeO Ta ay/io. ATaku Ha

CTEraHOCHCTEMH).

(2 rom.)
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Twxk. 11,12
(3a
PO3KIIaJIOM)
(2 rom.)

Tema 13.
Excrutoarartis ypa3nuBocTeit

JlaGopaTopHa
pobora /
Face to face

Meroanuni
peKoMeHaaIii

[116-118]

CamocrTiifHO omparoBaTu
Marepiai:
BukopucraTi ypasiauBICTh fKa Ja€
3MOTY  BIJJIQJICHOI  eKCIUIOTAITi].
BukopucraTi ypas3iuBiCTh L0 JA€
3MOTY €KCIUTyaTalii ypa3JIHuBOCT]
Ha CTOpOHI KiieHTa. JlonaTu y 3BiT
BIJIOMOCTI TPO ypPa3JIMBOCTI IO
Oynu Bukopuctani. Jlomatu y 3BiT]
BIJIOMOCTI PO MOMJIMBOCTI IO
Oynmn  HamaHi B pe3ysbTari
BUKOPUCTAHHS Ypa3IHBOCTEH.
JlonaTu y 3BIiT peKOMEHaIlii 110 70
VCYHEHHSI IIMX Yypa3JHBOCTEH, Ta|
[0 /10 YCYHEHHS MOXJIMBOCTI iX

MOSIBH Y MallOyTHHOMY

(2 roxm.)

6 OamiB

CamMocriiina
pobota g0 12
THUXXHA
BKJIIOYHO
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Twx.13
(3a
PO3KJIAZIOM)
(2 rom.)

Tema 14. Texniunuii 3axucT
iHgopmanii

(TexHiuH1 KaHAJIN BUTOKY
iHopmarrii: AKyCTHIHHIA
(MOBHUI) KaHaJl BUTOKY
iHdopmarrii. Enextpuannii kanam
BUTOKY iH(oOpMaii.
EnexTpoMarHiTHHI KaHAT BUTOKY
iHpopmanii. Meroau
MPOCIYXOBYBaHHS MOOLTEHOTO
3B’s13Ky. ONTHYHMI Ta
OTNITOEJIIEKTPOHHUM KaHall BUTOKY
iHpopmauii. [Tapamerpuunuit
KaHaJI BUTOKY 1H(opMaIrii.
MeToau Ta 3acO0M TEXHIYHOTO
3axucty iHpopmartii: [TacuBHi Ta
AKTHUBHI METOJIU 1 3aCO0U 3aXHCTy
iH(opmarrii Bi BUTOKY
TEXHIYHUMH KaHAIIaMU. 3aXUCT BIJI
MPOCIYXOBYBaHHS MOOLTBHOTO
3B’s13Ky. CHCTeMa KOHTPOJIIO Ta
yrnpasiiaasa goctynom (CKVYI).
CucTteMu BiZIeOCTIOCTEPEKEHHSI.

[Toxxe)kHa cUrHami3aIlis)

Jlekwig /
Face to face

[IpesenTaris

[1-7]
[118]

CamocrTiifHO omparroBaTu
Marepiai:
JloCmiaguTH MEeXaHI3MH TEXHIYHOIO
3axucTy iHdopmarrii
(2 rom.)

2 0anu

CamMocriiina
pobota no 14
THKHS
BKJIIOYHO
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Twxk.13,14
(3a
PO3KIIaJIOM)
(2 rom.)

Tema 14.
[TocT-ekcIuioaTaris

JlaGopaTopHa
pobora /
Face to face

Meroanuni
peKoMeHaaIii

[116-118]

CamocrTiifHO omparroBaTu
Marepiai:
OTpuUMaTy CKPIHIIOT BiAJAICHO]
MamHu. OTpuMatu mpasa system

HAa CTOPOHI CHCTEMH KII€HTA.
BukoHaTty BUIaJe€HHS JIOTIB IOJIIN
HAa CTOPOHI CHCTEMH KII€HTA.
HanamryBaru port-forwarding Ta
BIIAILITYBaTU Oexnop 34|
nmomomororo NetCat. VY 3BiTI
Bi0Opa3uTH X170 BHUKOHAHHS

po6otu. JlomaTh CKpIHIIOTH, Ta|
BUB1JI KOHCOJII

4 6aniB

CamMocriiina
pobota no 14
THKHS
BKJIIOYHO

(6 rox.)
MakcumManbHa KiJTBKICTh 0aJliB 32 3MICTOBUM MoOjyJieM 4 30 GamiB

IinroroBka 10 ek3aMeHy 30 rog.
MakcuMaibpHa KibKIiCTh OalTiB 32 eK3aMeH 40 Ganis
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11. CucreMa oiHIOBAHHSA TA BUMOT'H

Buyu KOHTPOJIIO: TOTOYHUH, IT1ICYyMKOBHIA.

MeToau KOHTPOJIIO: CIIOCTEPEIKEHHS 32 HABYAJIBHOIO JISUIbHICTIO, YCHE OMUTYBAaHHS, TUCbMOBHI KOHTPOJIb, TECTOBUI KOHTPOJIb.

Oco0uBICT METO/IB KOHTPOJIIO HABYAIBHOI JUCIUIUIIHM TOJSrae y MpOBEAEHI Ha MOYaTKy J1abopaTOpHUX pOOIT JETIOUYMX KOHTPOJIBHHUX POOIT
(5-10 xB.) Mo MepeayrOUOMY JIEKIIHHOMY MaTepiajay I/ BU3HAUYCHHS TOTOYHOTO PiBHS 3HAHB 3100yBaviB OCBITH.

®opma miICYMKOBOr0 KOHTPOJI0: 4 ceMeCTp — 3alliK, 5 ceMecTp — eK3aMeH.

KoHTposb 3HaHb 1 yMiHb (IMMOTOYHMMA 1 MiACYMKOBHUH) 3 muctuiuiind «OCHOBHM YHpPaBIIHHS KiOepOe3meKkow» 3IIHCHIOETHCS 3T1AHO 3 KPEAUTHOIO
TpaHc(hepHO-HAKOMMYYBAJIHHOIO CUCTEMOIO OpraHizallii HaB4aJIbHOT O Iporecy. PEUTHHT CTyAeHTa i3 3aCBOEHHS TUCHMIUTIHA BU3Ha4YaeThes 3a 100-6ampHOI0
mKkanor. BiH CkiamaeTbes 3 PEUTHHTY HaBYAIBHOI poOOTH (3aCBOEHHSI TEOPETHYHOTO MaTepiaiay IiJ 4Yac ayJUTOPHHUX 3aHATh Ta CaMOCTIMHOI poOOTH,
BUKOHAHHSA J1a00paTOpHUX poOiT), JUTs OLIHIOBaHHS K01 MpU3HavaeThes 60 OaniB, Ta eK3aMEeHYy, MaKCUMallbHA OIIHKA 3a KU ckianae 40 Oamis.

Po3noain 0aniB, iKi OTPUMYIOTH CTYA€HTH IPH BUBYEHHI JMCHUILIIHM «OCHOBH ynpaB/IiHHA Ki0epOe3nexorw»

1 cemecTp
IToTouHMIT KOHTPOJIH Ta CAaMOCTiHiHA poOoTa

3MicToBHN MOIYTb 1 3MiCTOBHI MOJTYJTb 2 3anik Cyma
T1 T2 T3 T4 T5 T6 T7
JI1 | JI2 | JIP1 | JI3 | JI4 |JIP2 | JIS | Jl6 |JIP3 | JI7 | JI§ |JIP4 | JI9 | JI10 | JIPS | JI11 | JI12 | JIP6 | JI13 | JI14 | JIP7
4 4 8 4 4 8 4 4 10 4 4 4 4 4 4 4 4 4 4 4 6
50 50 100
2 ceMeCcTp
IToTouHUI KOHTPOJIb Ta CAMOCTiiHa poboTa
3MiCTOBHIA MOJTYJIb 3 3micToBHiA MOTYTIb 4 Ex3amen | Cyma
T8 T9 T10 T11 T12 T13 T14
JI15 JIP8 JI16 JIP9 J17 JIP10 JI18 JIP11 JI19 JIP12 J120 JIP13 JI121 JIP14
4 6 4 6 4 6 2 6 2 6 2 6 2 4
30 30 40 100

[pumitka: T1, T2,...,T14 — Tema, JI — TeopetnuHi (Jiekiiini) 3anstrs, JIP — nabopaTopHi 3aHATTS
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IIIkana oniHoBanHga: HanioHaJaLHa Ta EKTC

Cyma Gauis 3a BCi OuiHka OriHKa 3a HAIlllOHAJILHOIO MIKAJIOK0
BHUJI HaBYAJILHOIL CKTC
TSUTBHOCTI JUIS 3aUTiKy — 4 ceMecTp JUISl €K3aMEHY — 5 CEMECTp
90-100 A BIIMIHHO
82-89 B 5
nobpe
74-81 C 3apaxoBaHO P
64-73 D )
3aJI0BLILHO
60-63 E
35-59 FX HE 3apaxOBaHO 3 MOKJIMBICTIO TOBTOPHOT'O CKJIAJaHHS HE3a/I0BUTHHO 3 MOXJIMBICTIO TIOBTOPHOTO CKJIaIaHHS
1-34 E HE 3apaxOBaHO 3 000B’I3KOBUM IMOBTOPHUM HE3aJJ0BUIBHO 3 000B’SI3KOBUM TOBTOPHUM BHUBYCHHSIM
BHUBYEHHIM QUCLUILTIHU IUCHAIUIIHA

Kpumepii oyinosanns. EXBIBANICHT OLIHKKA B 0ajax M KOXKHOI OKpEeMOi TeMH MOKe OyTH pi3HHMU, 3arajbHy CyMmy OajiB 3a T€My BHU3HAYE€HO B
HABYAIIbHO-METOANYHINA KapTi. Po3momin OamiB Mik BUIaMu 3aHATh (JIEKIii, TaOOpaTOpHI 3aHATTS, CaMOCTiiiHa Po0OO0Ta) MOXKJIMBHUH NIISXOM CHUIBHOTO
MPUAHATTS PIIlICHHS BUKJIa/la4ya 1 CTY/ICHTIB Ha MEePIIOMY 3aHSTTI:

oniHKYy «BigMiHHO» (90-100 6aniB, A) — 3acIyroBy€e CTYJIEHT, SIKHA:

— BCEOIYHO, CUCTEMATHUYHO 1 TIIMOOKO BOJIOIE HABYAILHO-TIPOTPAMOBHM MaTepialioM;

— BMIi€ CaMOCTIHHO BUKOHYBATH 3aB/IaHHs, Nepe0ayeHi MporpamMmoro, BUKOPUCTOBY€E HaOyTi 3HAHHS 1 BMIHHS y HECTaHAAPTHUX CUTYAIlisX;

— 3acBOiB OCHOBHY 1 O3HalOMJICHHI 3 101aTKOBOIO JIITEPaTypoIo, Ika peKOMEHA0BaHa IPOrpamMoro;

— 3acBOiB B3a€MO3B'I30K OCHOBHHX TOHAThH JUCIHILTIHU Ta YCBIAOMIIIOE X 3Ha4YeHHs [ mpodecii, IKy BiH Ha0yBae;

— BIJIbHO BUCJIOBIIIOE BJIACHI TyMKH, CAMOCTIMHO OIIIHIOE PI3HOMaHITHI KUTTEBI SBUIA 1 PaKTH, BUSBIISIIOYN OCOOMCTICHY MO3UITIIO;

— CaMOCTIMHO BHM3HAuYa€ OKpeMi I[iJIi BJIACHOI HABYAJIbHOI MiSJILHOCTI, BUSBUB TBOpYl 310HOCTI 1 BHKOPHCTOBYE iX NpPH BHUBUCHHI HABYAJIHHO-
MIPOTrpaMOBOTO MaTepially, MPOSBUB HAXMJI 0 HAYKOBOI pOOOTH.

OLIIHKY « 100pe» (82-89 6auiB, B) — 3aciyroBye CTyIEHT, SIKUI:

— IIOBHICTIO OIMAHYBaB 1 BUIBHO (CaMOCTIHHO) BOJIOJII€ HAaBYAJIHHO-TIPOTPAMOBHM MaTepiajioM, B TOMY YHCJl 3aCTOCOBYE HOTO Ha MPAKTHIl, Mae
CHCTEMHI 3HaHHS JI0CTaTHHOMY 00Cs31 BiIOBITHO 0 HABYAIBHO-IIPOIPAaMOBOT0 MaTepiany, apryMEHTOBaHO BUKOPHCTOBYE X y PI3HUX CUTYaIlisiX;

— Ma€ 3JaTHICTh JI0 CAaMOCTIMHOTO MOMTYKY 1H(pOpMaIIii, a TAKOXK JI0 aHaJli3y, TMOCTAHOBKH 1 PO3B'sA3yBaHHs MPpo0seM npodeciitHOro cupsiMyBaHHS;

—IiJl Yac BiJMOBiJAI JOMYCTUB JEsIKi HETOYHOCTI, SIKI CAMOCTIMHO BUNpaBisie, OOOMpaEe MEPEKOHJIMBI apryMEHTH Ha MiJTBEPPKEHHS BUBYCHOTO
Marepiany;

oliHKYy «100pe» (74-81 6as, C) — 3aciyroBye CTyIEHT, SIKU:

— B 3araJbHOMY poOOTY BUKOHAB, aji¢ BIMOBIAE HA €K3aMEH1 3 TIEBHOIO KIJTLKICTIO TOMHIIOK;

— BMi€ TOPIBHIOBATH, y3arajlbHIOBAaTH, CUCTEMAaTHU3yBaTH iH(OpMAIlilo MiJ KEepiBHULTBOM BHKJIaJaya, B I[JIOMY CaMOCTIMHO 3acCTOCOBYBaTH Ha
MIPaKTHII, KOHTPOJFOBATH BJIACHY MISUTBHICTB;

25



— ONaHyBaB HAaBUYAIBHO-TIPOTPAMOBHUN MaTepiall, YCHIIIHO BHMKOHAB 3aBJaHHs, mepeAadadyeHi MporpaMmolo, 3acBOiB OCHOBHY JITeparypy, fKa
PEKOMEHI0BaHa POrpamolo;

OLIIHKY «3a10BiJIbHO» (64-73 0anu, D) — 3aciIyroBye CTYACHT, IKUMA:

— 3Ha€ OCHOBHUH HaBUYAIBHO-TIPOTPAMOBUI MaTepiai B 00cs31, HE0OX1THOMY JUTsl TIOIaIBIIIOT0 HAaBYaHHS 1 BUKOPUCTAaHHS MOTro y MailOyTHIH mpodecii;

— BUKOHYE€ 3aBJIaHHS, aJle TP PIIICHH] JOIMYCKa€ 3HAYHY KiIbKICTh MOMUJIIOK;

— 03HalOMJIEHHH 3 OCHOBHOIO JIITEPATYypOIO, sIKa pEKOMEHJ0BaHA IPOrPaMOI0;

— JIOIIYCKA€ Ha 3aHATTAX YM €K3aMEHI OMWJIKH NPH BUKOHAHHI 3aBJaHb, aJe i/l KepIBHUIITBOM BUKJIa/1a4a 3HAXOJUTh HUISXU X YCYHEHHS.

OLIHKY «3a10BiJIbHO» (60-63 6anu, E) — 3acnyroBye CTyIeHT, SKUA:

— BOJIOZIIE OCHOBHUM HaBYAJILHO-IIPOIPaMOBUM MartepiajioM B 00cs31, HEOOXiAHOMY JJIsl TIOJANBIIOr0 HaBYaHHS 1 BUKOPUCTAHHS HOro y MaiOyTHii
npodecii, a BAKOHAHHSI 3aBJIaHb 33/I0BOJIBHSE MIHIMAJIbHI KPUTEPii. 3HAHHSA MAIOTh PEMPOAYKTUBHUM XapaKTep.

OLliHKA «He3a10BiIbLHOY» (35-59 6auiB, FX) — BucTaBnseTbcs CTyACHTY, SIKUN:

— BUSIBUB CYTTEBI NPOTaJIMHU B 3HAHHAX OCHOBHOIO INPOrPaMOBOr0 MaTepially, JONYCTHUB NPHHLMIIOBI MOMWIKM Yy BHUKOHAaHHI IependadeHux
IPOTPaMoIo 3aBIaHb.

OLIHKY «He3a10BLIbHO» (35 0aJiiB, F) — BUCTaBIA€THCS CTYACHTY, SIKHI:

— BOJIOZIi€ HABYAJIbHUM MaTepiajioM TUIBKH Ha PiBHI €IEMEHTAPHOTO PO3Mi3HABAHHS 1 BIATBOPEHHS OKpEeMHX (akTiB a00 HE BOJIOJIE 30BCIM;

— JIOITyCKa€e rpy0i MTOMUJIKY TIPH BUKOHAHHI 3aBJaHb, Iepe0auyeHuX MporpaMoio;

— HEe MOXX€ MPOJOBXYBaTH HaBYaHHS 1 He TOTOBUH 10 MpoQeciifHOT MisSIbHOCTI MICHs 3aKiHYEHHS YHIBEpCHTETY 0€3 MOBTOPHOTO BHBYEHHS JIaHOL
IUCIAILIIHA.

IIpu BucTaB/IEHHI OLIHKH BPaXOBYIOThCS Pe3yJIbTATH HABYAJIbHOI POOOTH CTYI€HTAa MPOTATOM CEMeCTpy

Kpurepii orinku 3amiky:

— «3apaxoBaHO» — CTY/ICHT Ma€ CTiHMKi 3HAHHS PO OCHOBHI MOHATTS JUCLUUIUTIHU, MOXE COPMYITIOBATH B3a€MO3B'SI3KU MK TOHATTSAMH.

— «HE3apax0oBaHO» — CTY/IEHT Ma€ 3HauyHI1 NPOIYCKU B 3HAHHAX, HE MOXKE C(HOPMYIIIOBATH B3a€MO3B'SI3KY MK IMOHATTSMH, 110 BUBYAIOThCA B KypCl, HE
Mae ysBICHHS PO OUTBIIICTh OCHOBHHX MOHSTH JUCIHILTIHU, [0 BUBYAETHCSI.
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3akoH Ykpainu «lIpo indopmarriro».

3akoH Ykpainu «IIpo HayKOBO-TEXHIYHY 1H(POPMALIIIO».

3akon Ykpainu «lIpo 3axuct iHpopmariii B iHhopMaIiitHO-TeTEKOMYHIKAIIHHUX CHCTEMaX).

3akoH Ykpainu «lIpo noctym o my6miunoi iHpopmMariii.

3akoH Ykpainu «lIpo gepkaBHy TaEMHULIIO».

3akoH Ykpainu «IIpo ocHOBHI 3acanu 3a0e3nedyeHHs KibepOe3nekn YKpaiHmy.

3akoHn Ykpainu «IIpo o6opony Ykpainmy.

3akoH Ykpainu «IIpo npaBoBHil peKUM BOEHHOI'O CTaHy».

[ToctanoBa KMY Bix 19 uepBus 2019 poky Ne 518 «IIpo 3aTBepmkeHHs 3araJbHUX BUMOT JI0 KiOEep3axUCTy 00’ €KTIB KpUTUYHOT iHOPACTPYKTYpPH.
Vxasu Ilpesunenta Ykpainu Nel51/2022 ta Nel51/2022, ssxumu BBeneHO B Ait0 pimeHHs Pamu HarioHanbHOT Oesneku 1 o6opoHH Ykpainu Bin 18
oepesnst “lllomo peamizamii eauHOi 1H(OpPMAIlIHHOT MOJITUKK B YMOBax BOE€HHOTro ctaHy’ Ta “Ilpo He#Tpamizarito 3arpo3 iHdopMariiHii Oe3merri
JIep>KaBu”.

JACTY 7624:2014 “Indopmariitai Texnonorii. Kpunrorpadiuamii 3axuct iHpopmaiiii. AJITOpUTM CUMETPUYHOTO OJIOKOBOTO MEPETBOPCHHS .

JACTY ISO/IEC 18033-3:2015 (ISO/IEC 18033-3:2010, IDT) “Indopmaniiini texnomnorii. Meroau 3axucty. Anroputmu mmdpyBanss. Yactuna 3.
brokosi mudpu”.

JACTY I'OCT 28147:2009 “Cuctemsl 00paboTku HHGOpMaLuu. 3amuTa KpunTorpapuueckas. AIropuTMbl KpUIITOrpadhuIeckoro npeodpazoBaHus .
JACTY ISO/IEC 10116:2019 (ISO/IEC 10116:2017, IDT) “Iadopmariiiini TexHosmorii. Meroau 3axucty. Pesxxumu po6oTr n-0iTHHX 0JIOKOBHX MIUGPIB”.
JACTY 8845:2019 “Indopmaniiini TexHosorii. Kpunrorpadiunuii 3axuct indopmariii. AATOpUTM CUMETPHUYHOTO TOTOKOBOT'O MIEPETBOPEHHS .

JCTY ISO/IEC 18033-4:2015 (ISO/IEC 18033-4:2011, IDT) “Iadopmaniiini TexHosorii. Metoau 3axucty. Anroputmu mmmdpysanus. Yactuna 4.
ITorokoBi mudpu”.

JACTY 4145-2002 “Iadopmariiini texnosorii. Kpunrorpadiunuii 3axuct ingopmaiii. [udposuilt mianuc, mo rpyHTYEThCS Ha CNINTHYHUX KPHUBHX.
dopmyBaHHS Ta MEPEBIPIHHS .

JCTY ISO/IEC 9796-2:2015 (ISO/IEC 9796-2:2010, IDT) “Iudopmariiiiai Ttexuomorii. Metogu 3axucty. Cxemu nu(POBOro MiANKCY, SKi
3a0e3MeuyroTh BiTHOBICHHS MOBiToMIeHHs. YacTrHa 2. MexaHi3MH, 10 IPYHTYIOThCS Ha (hakTopu3alii inxX yucen’ .
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67.

JACTY ISO/IEC 9796-3:2015 (ISO/IEC9796-3:2006, IDT) “Indopmaniitni Texnomnorii. Meroau 3axucty. Cxemu HUQpPOBOTo MiAMUCY, Ki 3a0€3MeUYIOTh
BIJIHOBJICHHS TOBiToMyIeHHs. YacTtruHa 3. MexaHi3Mu, 0 IPYHTYIOThCS Ha TUCKPETHOMY Jiorapudmi”.

JACTY ISO/IEC 14888-2:2015 (ISO/IEC 14888-2:2008, IDT) “Indopmaniiini rexnomnorii. Meroau 3axucty. L{udposi nianucu 3 nonoBHeHHsM. YacTrHa
2. MexaHi3Mu, 10 TPYHTYIOThCS Ha (pakTopu3alii mimx Jucein’”.

JACTY ISO/IEC 14888-3:2019 (ISO/IEC 14888-3:2018, IDT) “Indopmaniiini rexnomnorii. Meroau 3axucty. L{udpposi nianucu 3 nonoBHeHHsM. YacTrHa
3. MexaHi3MH, 0 TPYHTYIOTHCS Ha JUCKPETHOMY JIorapudmMyBaHH1".

JACTY ISO/IEC 15946-5:2019 (ISO/IEC 15946-5:2017) “Iadopmartiitai rexnomnorii. Meroau 3axucty. Kpunrorpadiuai MeToay Ha OCHOBI TINITHYHHX
kpuBuX. Yactuna 5. ['eHepyBaHHS €TINTUYHUX KPUBUX .

JACTY ISO/IEC 18033-2:2015 (ISO/IEC 18033-2:2006, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucty. Anroputmu mmdpyBanns. Yactuna 2.
Acumerpuuni mmudpu’.

JACTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) “Iadopmaniitai Texnosnorii. Metoau 3axucry. Konu aBrentudikanii moizomiaens (MACs).
Yactuna 2. MexaHi3MH 110 BUKOPUCTOBYIOTH CIEIIali30BaHy remi-QyHKIio0”.

JACTY 7564:2014 “Indopmaniiini Texnosorii. Kpunrorpadiunuii 3axuct indopmariii. @yHkiis remryBanss’”.

JCTY ISO/IEC 10118-2:2015 (ISO/IEC 10118-2:2010; Cor 1:2011, IDT) “Iadopmariiini TexHosorii. Meroau 3axucty. ['en-dynkiii. Yactuna 2. I'em-
¢yHKIIi, 110 BUKOPUCTOBYIOTH N-OiTHUH OoKoBHiA mmdp”.

JCTY ISO/IEC 10118-3:2005 (ISO/IEC 10118-3:2004; Cor 1:2011, IDT) “Iadopmamiiini Texxosnorii. Meroau 3axucty. [em-¢ynkmii. Yactuna 3.
CrenianizoBaHi rem-QyHKIii”.

JCTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014; Amd 1:2014, IDT) “Iadopmariiiai Texnosorii. Meroau 3axucry. I'eni-yHKITii.
Yacrtuna 4. I'em-hyHKIIi1, 110 BUKOPUCTOBYIOTh MOJIYJIbHY apu(METHKY .

I'OCT 34.311-95 “Undopmanuonnas texnosorus. Kpunrorpaduueckas 3amura nHGopManmu. OyHKIHS XIUTUPOBAHUS .

JACTY ISO/IEC 9798-2:2015 (ISO/IEC 9798-2:2008; Cor 3:2013, IDT) “ludopmariiini texHonorii. Meronu 3axucty. ABTeHTH(]IKaLis 00’ €KTIB.
Yactuna 2. MexaHi3MH, 1II0 BAKOPUCTOBYIOTH CUMETPHUYHI aJITOPUTMH U GPYBaHHS .

JACTY ISO/IEC 9798-3:2002 (ISO/IEC 9798-3:1998; Cor 1:2009; Cor 2:2012) “Iadopmarniitni Texnosmorii. Meroan 3axucty. ABTeHTH(IKAIliS
cy0’exrtiB. YactuHa 3. MexaHi3MU 3 BUKOPUCTAHHIM METOY [IUGPOBOTO MiAMHCY .

JACTY ISO/IEC 9798-4:2015 (ISO/IEC 9798-4:1999; Cor 1:2009; Cor 2:2012, IDT) “Indopmauiiini TexHonorii. Meroau 3axucty. ABTEHTU(IKAILIS
00’exTtiB. YactuHa 4. MeTou, 1110 BUKOPUCTOBYIOTh KpUNITOTpadidHy epeBipodHy GyHKIIIO .

JACTY ISO/IEC 9798-5:2015 (ISO/IEC 9798-5:2009, IDT) “ludopmariiini texnomorii. Meroau 3axucty. ABreHTH(ikamis 00’ektiB. Yactuna 5.
MexaHi3MH, 1110 BUKOPUCTOBYIOTH METO/IM HYJIHOBOI 0013HAHOCTI”.

JACTY ISO/IEC 9798-6:2015 (ISO/IEC 9798-6:2010, IDT) “Iudopmariiini texnonorii. Meroau 3axucty. ABreHTH(]ikawis 00’ektiB. Yactuna 6.
MexaHi3MH, 1110 BUKOPUCTOBYIOTh PYUYHE TIepelaBaHHs JaHUX .

JACTY ISO/IEC 11670-2:2015 (ISO/IEC 11670-2:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucry. KepyBanus kimouyamu. YactuHa
2. MexaHi3MU 3 BUKOPUCTAHHIM CUMETPUYHUX METOJIIB” .

JACTY ISO/IEC 11670-3:2015 (ISO/IEC 11670-3:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucry. KepyBanus kimouyamu. YactuHa
3. MexaH13MH 3 BUKOPUCTAHHIM aCUMETPHUYHHUX METOJIIB”.

JACTY ISO/IEC 11670-4:2015 (ISO/IEC 11670-4:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucry. KepyBanus kimouyamu. YactuHa
4. MexaHi3Mu , 3aCHOBaHI Ha HECTIMKUX CeKpeTax’ .
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80.

JACTY ISO/IEC 11670-5:2015 (ISO/IEC 11670-5:2008, IDT) “Indopmaniiini texnomorii. Meroau 3axucty. KepyBanHs kirouamu. YactuHa 5.
KepyBanHs rpynoBUMH Kto4amu’”.

JCTY ISO/IEC 18031:2015 (ISO/IEC 18031:2011; Cor 1:2014, IDT) “Indopmartiiini Texnonorii. Metonu 3axucty. [ eHepyBaHHS BUTIAAKOBUX OITIB”.
JCTY ISO/IEC 20543 “Indopmariiiiai TexHosorii. Meroau 3axucTy. MeToau TeCTyBaHHS Ta aHaJi3y JUIsl TeHEPYBaHHS BUMAJIKOBUX OITIB”.

JACTY ISO/IEC 11670-2:2015 (ISO/IEC 11670-2:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucry. KepyBanus kimovyamu. YactuHa
2. MexaHi3MU 3 BUKOPUCTAHHIM CUMETPUYHHUX METOJIIB” .

JACTY ISO/IEC 11670-3:2015 (ISO/IEC 11670-3:2008; Cor 1:2009, IDT) “Indopmaniiini Texnomnorii. Meroau 3axucry. KepyBanus kimouyamu. YactuHa
3. MexaH13MH 3 BUKOPUCTAHHIM aCUMETPHUYHHUX METOJIIB”.

JACTY ISO/IEC 20085-1 “Metoau 3axucty IT. Bumorn mo 3aco0iB TecTyBaHHS Ta METOJIB KajiOpyBaHHsS 3ac00iB TECTyBaHHS Ul 3aCTOCYBAaHHS y
METO/IaX TeCTyBaHHs IMOM’ SIKIIICHHsI HEIHBa31MHUX aTak Ha Kpunrorpadiuni Moayii. Yactuna 1. Meroau Ta 3acobu TecTyBaHHS .

JACTY ISO/IEC 20085-2 “Metoau 3axucty IT. Bumorn mo 3aco0iB TecTyBaHHS Ta METOJIB KajaiOpyBaHHsS 3ac00iB TECTyBaHHS Ul 3aCTOCYBAaHHS y
METO/IaX TeCTyBaHHs IOM’ SIKIIICHHsI HEIHBa31MHUX aTak Ha Kpunrorpadiunai Moayii. YactuHa 2. Metoau Ta mpuiiaayu TECTOBOTO KaliOpyBaHHS .
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