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1. 3aranbHa indgopmanis

HasBa qucrmriinm

Teopis 3axucTy iHdpopmanii

Pix Buknamanus

2022-2023 naB4anbHUH piK

Po3pobHuKH

CwmipHoBa Tersina BitaniiBHa, KaHAMIAT TEXHIYHUX HAYK, TOLEHT Kadenpu KibepOe3neku Ta mporpaMHoro 3a0e3neyeHHs
LleHTpasibHOYKpaiHCHKOTO HALlIOHAJIBHOTO TEXHIYHOI'O YHIBEPCUTETY

Cxkpunuuk JImutpo Anaromiiiosuy, DevOps Engineer/DevSecOps Engineer (Security Engineer), MIF Projects
Konomminpka-Cnobonentok Oxcana KoctsaHTHHIBHA, BUKIagau Kadeapu KibepOe3neku Ta mporpaMHoro 3a0e3neyeHHs
IleHTpasbHOYKpPATHCHKOTO HAIlIOHAJIBHOI'O TEXHIYHOTO YHIBEPCUTETY

Buxkiaagaun

Jlextop — CmipHoBa Tetsina BiTaniiBHa, KaHIUIAT TEXHIYHUX HAYK, JOUEHT Kadeapu KibepOe3rneku Ta nporpaMHoro 3a0e3neyeHHs
http://kbpz.kntu.kr.ua/2021/08/30/smirnova-tatiana/

https://www.scopus.com/authid/detail.uri?authorld=57219108044

https://scholar.google.com/citations?hl=ru&user=4t-bgj0AAAAJ

https://orcid.org/0000-0001-6896-0612

Acucrent —Konommineka-Cinodonenrok Okcana KocTsHTuHIBHa, BUKIaAa4 Kadeapu KioepOe3neku Ta mporpaMHoOro 3a0e3neueHHs,
http://kbpz.kntu.kr.ua/konoplickay-oksana/

https://scholar.google.com.ua/citations?user=16VRWKcAAAAJ&hI=ru

Konrtaktauit Tenedon

ciyx6oBHuit: (0522)390-449 — po6oui mui 3 8% no 14
Mo6inbhi Tenedonu / Viber / Telegram namgano y onuci kypey «Teopis 3axucty iHdopMarliii» Ha cepBepi AUCTaHIIHHOT OCBITH
ITHTY. — URL.: http://moodle.kntu.kr.ua/course/view.php?id=631

E-mail:

VY omuci kypey «Teopis 3axucty iHndopmaiii» Ha cepBepi nucraniiitHoi ocitu [ITHTY. — URL:
http://moodle.kntu.kr.ua/course/view.php?id=631

Koncynpramii

Ouni KoHcyIbmayii 3TiAHO Po3Kiagy KoHCybTauii Bisropok ta Cepena 3 14%° no 15%
Onnaiin koncyromayii 3ac00aMu eJIeKTpoHHOT momtu, MeccenkepiB (Facebook-Messenger / Viber / Telegram) y po6oui jHi

2. AHOTALIA TUCHHUILTIHA

Kype «Teopis 3axucty iHdopmarii» npuzHaueHUH s HAOYTTs TEOPETUYHUX 3HAHb Ta NMPAKTUYHUX HABUYOK 3 NMUTaHb 3a0€3MEUYCHHS 3aXUCTY
iHdopmarrii. Bkimroyae B cebe HaOYTTS HACTYMHUX TEOPETHYHMX 3HAHb: OCHOBHI BH3HAYCHHS Ta TMOJIOKEHHS Teopii 3axucTy iHopmarlii; HOPMaTHUBHO-
paBoBy 0a3y 1070 3axXUCTy iH(oOpMalii B YKpaiHi; cTaHAapTH y raiysi 3axucTy iH(opMariii; CMMeTpruuHy Kpunrorpadiro; HeCUMETpUUHY (aCUMETPHYHY, 3
BIIKPUTHM KJIIOUEM) Kpurnrorpadiro; reHepaTOpyd BHITAJIKOBHUX YWCeN; aBTeHTH(iKkamiio; rem-QyHKili W koau aBTeHTHdIKaIil moBimomiienb — MAC;
nupPOBUI MIAMKC; PO3MOALT KIIOUiB; TEXHIYHI 3ac00M 3HIMAHHS il 3axucTy iH(OpMAILlii; KpUITOaHAaJ3; BBEJCHHS B MepekeBy Oesneky [HTepHerT; Bipycu i
AHTUBIPYCH; aIMIHICTPAaTUBHHH piBEeHb 1H(POPMAIIiitHOT Oe3nekn; Oe3eKy onepaliiHuX CUCTEeM; cTeraHorpadiro; 610MeTpuYHI METOAM 3aXUCTy 1H(hOpMaIli.
Ta HaOyTTs HACTYNMHHUX NMPAKTHUYHUX HABUYOK I BMIHB, SIKI MOJSATAlOTh y MOMIJIMBOCTI HMPOTPAMHO PEali30ByBaTH HACTYIMHI MPOeKTH: basa naHux momo
3aKOHIB YKpaiHM CTOCOBHO 3axucTy iHdopmaiii; CumerpuyHi anroputmu mudpyBaHHsI; ACUMETpPUYHI anropuT™Mu mmudpyBanHs;, [eHeparopu
MICEeBIOBUMAKOBUX 4Hcen. [em-¢yHkiii; ABTeHTH(IKAIs KOpHCTyBada 1 elekTpoHHHM mudpoBuit mignuc; Kpunrtoananis; IIporpamui 3akmagku.



http://kbpz.kntu.kr.ua/2021/08/30/smirnova-tatiana/
https://www.scopus.com/authid/detail.uri?authorId=57219108044
https://scholar.google.com/citations?hl=ru&user=4t-bqj0AAAAJ
https://orcid.org/0000-0001-6896-0612
http://kbpz.kntu.kr.ua/konoplickay-oksana/
https://scholar.google.com.ua/citations?user=I6VRWKcAAAAJ&hl=ru
http://moodle.kntu.kr.ua/course/view.php?id=631
http://moodle.kntu.kr.ua/course/view.php?id=631

Knasiarypuuii mmuryH. Creranorpagis. BiamoBigHo o3HaueHe € mpeIMeToM HaBuajibHOI aucuuIuliHM «Teopid 3axucty i1H(popMalli», SK OCBITHBOT
kommoneHTn OIT «Komm’1oTepHi HayKm» Apyroro (MaricTtepchbKoro) piBHs BHIIOI OCBITH.

3. MeTa i 3aBAaHHA AUCHUILTIHA

MeTow BukJagaHHs aucuumutinum «Teopis 3axucty iHopmarnii» € ¢opMyBaHHs y 3100yBadiB BUIOI OCBITH I'PYHTOBHHUX TCOPETUYHUX 3HAHb,
MPAaKTUYHUX YMiHb Ta HABUYOK, HEOOXITHUX JIJIs 3aCTOCYBaHH B MpoQeciiiHiii AisTbHOCTI Y cdepi 3axucTy iHpopmartii.

OCHOBHMMHY 3aBaHHAMH BHUBUCHHS JAUCIMILTIHU € (OPMYyBaHHS HACTYITHUX KOMIeTeHIil MaricTpa 3 KOMI’I0TEPHUX HAYK:

— CKO05. 3naTHicTh pO3p0o0IIATH, ONTUCYBATH, AHATI3yBAaTH Ta ONTHMI3yBaTH apXiTEKTYypHI pilileHHs iHPOPMaLiHHUX Ta KOMIT IOTEPHUX CHUCTEM Pi3HOTO
NpU3HAYCHHS.

— CKO07. 3gatHicTh po3po0isiTy IporpaMue 3a0e3rnedeH s BIAMOBIIHO 10 ¢(hOpMyTbOBAHUX BUMOT 3 YpaxXyBaHHSM HAassBHUX PECYPCIB Ta OOMEKEHb.

4. @opMaTt TUCHHUILTIHA

Tt neunoi ¢hopMy HaBYAHHS .
Buknaganas kypcy mepenbadae Juisi 3aCBOEHHS JUCIUIUIIHU TPaAMIIAHI JIEKIIHHI 3aHATTSA 13 3aCTOCYBaHHSM MYJbTUMEIIMHUX IPE3CHTAIIH, y
MO€ETHAHHI 3 JTA0OPATOPHUMU 3AHSATTIMHU.
dopmart ounuii (Face to face)

s 3a04HOi PopMU HABUAHHS:
ITix gac cecii popmar ounnii (Face to face), y miskceciitaumii mepion — aucranminuii (online).

5. Pe3yJbTaTi HABYAHHA

VY pe3ynbTari BUBYCHHS AUCIUILTIHU CTYICHT MIOBMHEH 3a0€3MICUYNTH HACTYITHI MPOTrPaMHi pe3yibTaTH HABYAHHA:
— PHY9. Po3po6uisaiTu anropuTMivHe Ta mporpaMHe 3a0e3MeUeHHs U1l aHalli3y JaHuX (BKIIOYHO 3 BEIIMKUMHU).
— PH10. TlpoektyBatn apXiTeKTypHi pillieHHs iHPOPMAIIMHUX Ta KOMIT FOTEPHUX CUCTEM PI3HOTO NMPU3HAYCHHS.



6. O0car TMCUMILTIHA

. JenHa (popma HaBYAHHSA 3aouyna popma HaBUAHHA
O3Haka AMCHUTLTIHM, BU 3aHATTSA P— PE—
KinbkicTs rogun KinabkicTs rogun
Pexomennarii om0 cemecTpy BUBYECHHSI 1 cemectp 1 cemectp
CrieniaJibHICTB 122 «Komn’1oTepHi HayKm» 122 «Komn’1oTepHi HayKm»
KinpKicTh KpEIUTIB / TOAMH 4/120 4/120
KibKicTh 3MICTOBUX MOJYJIIB 2 2
HopmartuBHa / BuGipkoBa BUOIpKOBa BUOIpKOBa
JIEKIiT 28 4
nabopaTopHi 14 2
caMocCTiiiHa po0OoTa 78 114
By miiIcyMKOBOTO KOHTPOJTIO : 3aJTiK - _ -

7. IlpepexBizutn

BpaxoByroun mociiIoBHICTh HAaKOMMYEHHS 3HaHb Ta iH(opMmalii, 6akaHO OTpUMaHHA Ha nepioMy (OakagaBpChbKOMY) PiBHI BHUILOI OCBITH 3HaHb 3
HACTYNHUX TUCHUILTIH: «Buia Maremarnkay, « AITOPUTMHU Ta METOAN OOYHCIIeHBY, «ba3oBi MeTo0I0Tii Ta TEXHOIOTIT MporpaMyBaHHs», «ba3u maHux»,
«ImxeHepis nmporpaMHOTO 3a0e3nedeHHs», «CucTeMHe mporpaMue 3abe3nedeHHs», « KoM roTepHi Mepexi».

8. TexniuHe i nporpamue 3a6e3nevyeHHs / 00J1aHAHHS

JlewiiiHi 3aHATTs IPOBOJSTECS B Ay AUTOPIsX 00N IHAHNX MYJIBTUMEIHHUM POEKTOPOM. JlaGopaTopHi po6OTH BUKOHYOTCS Y ayIUTOPIsX Kadeapu
KibepOe3neKy Ta MPOrpaMHoOro 3abe3reueHHs, 00aJHaHNX BiANOBIIHIM allapaTHHM Ta POrpaMHuM 3abesnedeHHsM (ayn 501, 507, 508, 517), 3 BlI[KpI/ITOIO
6e3apoToBoio Mepexkero Wi-Fi, BimpHUM goctynoMm 1o [nTepHery. OCKiNBKM TPH BUBYEHHI JUCIUILUTIHM BHUKOPUCTOBYIOTHCS 1H(OpMAIHI TEXHOJIOTl
HaBYaHHsI, CUCTeMa JUCTaHIiHHOT ocBiTH Moodle, cTyeHTy HeoOXiqHO MaTH KOMIT FOTEpHY TEXHIKY (3 BUX0JI0M y Internet) Ta oprrexHiky /st KOMyHIKaIii
3 BUKJIaJa4aMH, BUKOHAHHS TECTOBUX 3aBJaHb B CHCTEMI JUCTAHIIHHOI OCBITH.

9. ITosiTHKA AUCHUILTIHA

AxajieMiuda J0OpOYECHICTD:

OuikyeThbes, 10 CTYJASHTH OyAyTh JOTPUMYBATHUCS TPUHIIMIIIB aKaIeMidyHOT TOOPOYECHOCTI, YCBIIOMITIOBAaTH HACIIKHM 1i mopyiieHHs. JleTanpHime 3a
nocunanasm URL : http://www.kntu.kr.ua/doc/dobro.pdf

BinBigyBaHHS 3aHATH

BinBiyBaHHS 3aHATH € BAKIMBOIO CKJIAOBOIO HaBuaHHs. OUiKy€eThCs, 110 BC1 CTYACHTH BiBIJAIOTH JIEKIII] 1 1aOOopaTOpHi 3aHATTS KypCy.

[TpomymieHi 3aHATTS MOBUHHI OYTH BiANpanbOBaHi HE Mi3HIIIE, HIK 3a THXKICHB 110 3aJI1KOBOI cecii.

IloBemiHKa Ha 3aHATTIX

HenonycTtumicTs: 3ami3HeHb Ha 3aHATTS, CIUCYBAHHS Ta TUIATiaT, HECBOEYACHE BUKOHAHHS MOCTABJICHOTO 3aB/IaHHS.

Ipu opraH13au11 OCBITHBOTO TPOLIECY B LlenTpaneHOyKpaiHCbKOMY Hal[lOHAJIbHOMY TE€XHIYHOMY yHlBepcheTl CTYACHTH, BUKJIaJa4l Ta a,Z[MlHICTpaI_IIH
IifoTh BiamoBiaHO m0: ITomoxxeHHS mpo OpraHi3ario OCBITHBOTO nporecy; ITonoXeHHs. PO OpraHi3alil0 BUBYCHHS HABYAIBHUX IMCLHUILIIH BITBHOTO
BuOOpy; IlonoxenHs mpo pyOKHUI KOHTPOJIb YCIIIIHOCTI 1 ceciiiny arecrarito ctyaentiB LIHTY, Konekcy akagemiunoi noopouyecnocti [IHTY.
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10. HaB4aJIbHO-MeTOAMYHA KAPTa TUCIHUILTIHI

Tema, 0CHOBHI MUTAHHA

THKIEHbD, . ®opma . .u
(poskpusarome 3micm i € . . Jlireparypa, Camocriiina po6ora .
jaara, . . JISJIbHOCTI . . cu e Bara Tepmin
. . | opienmupamu 05 nio2omosKu 00 Martepianu |indopmaniiini 3aBaaHus, .
aKkajeMivHi . (3aHATTHA) OUIHKH | BHKOHAHHS
MOOYNIbHO2O | NIOCYMKOBO20 pecypcu o0csAr rogux
TOAUHU /dopmar
KOHMPOJII0)
3microBHuil moayab 1. HopmaTtusHa 6a3a 3axucty ingopmanii Ta kpunrorpadis
Twmxk.1 Tema 1. HopmaTuBHa 6a3a Jlexuist / [IpesenTaris [1-6] CaMocTiitHO ompalroBaTu 4 oanu Cawmocriiina
(3a 3axucty ingopmairii Face to face [31] MaTepiai: pobota a0 2
po3kianoM) (OCHOBHI BUSHAUYEHHS Ta Jlocaiautu HopMaTUBHY 6a3y THXKHSA
(2Ton.)  [MOMOXKEHHS TEOpil 3aXHUCTy 3axuUCTy iH(hOopMaAIlii. BKJIFOYHO

iHpopmauii. 3akoH Ykpainu (3Y)
«IIpo indopmartiron. 3V «IIpo
HayKOBO-TEXHIYHY 1H(OpMaIiiom».
3V «IIpo 3axuct iHpopmarii B
iHpopMaLiiHO-
TEJIEKOMYHIKAIIHHUX CHCTEMaX».
3V «IIpo moctym 1o myOaiaHOT
iHpopmaii». 3Y «lIpo nepxaBHy
raeMHUIIO». 3Y «IIpo ocHOBHI
3acaay 3a0e3neueHHs
KkiOepOe3nexu YKpaiHmy.
[ToctanoBa KMV Bin 19 uepBHs
2019 poky Ne 518 «IIpo
3aTBEP/KEHHS 3arajJbHUX BUMOT
o kibep3axucTy 00’ eKTiB
KPUTUYHOI iHPPACTPYKTYPH.
3arpo3u, SKUM MiISIrae
iHpopmanis. Ctparerii peanizamii
3arpo3. OCHOBHI Mipy TTPOTHTIT
3arpo3am Oe3erli, MPUHITUIH
o0y TIOBH CUCTEM 3aXHCTY,
OCHOBHI MEXaHI3MU 3aXHCTY ..
[Tepenik OCHOBHUX 3aja4, sKi
[MOBUHHI BUPILIYBaTHCSI CUCTEMOIO
KOMIT'toTepHOi Oe3neku. OCHOBHI
MPUHIUIH T00YTIOBH CUCTEM

BaxuCTy OE3MeKn

(4 ron.)




Tuwxk.2  [Tema 1. HopmaTuBHa 6a3a Jlexis / [Ipes3enTaris [1-6] CaMocTiitHO ompaIroBaTu 4 6amm | CamocriifHa
(3a 3axucty indgopmaii Face to face [31] MaTepia: pobora 110 2
poskianom) [HopmatuBHO-ipaBoBa 0asa moa0 JocniiuTi HOpMAaTUBHO-TIPABOBY THXKHSA
(2ron.) paxucty iHpopmauii B YKpaiHi. 6a3y 1110710 3axXUcTy iH(OpMaIlii B BKIIIOUHO
Crari KapHoro kojiekcy, ki VYkpaiHi.
rnependadyoTh TOKapaHHs 3a (4 ron.)
[PO3TOJIOICHHS TAEMHHUIII.
HopmaTtuBHO-1IpaBOBI aKTH, 1110
pETIaMeHTYIOTh NisJIbHICTD
Jlepxcmen3s'sa3ky 3a chepamu.
CrangapTu y rajiysi 3aXUcTy
iHpopmarii
Tux.1,2 [Tema 1. HopmaTuBHa 6a3a Jlaboparopua| Meroauuni [29, 30, 31] CaMocTiitHO ompaIroBaTu 8 6anmis | CamocTiiiHa
(3a 3axucry indopmanii pobora/ | pexomeHaarii MaTepiai: pobota 1o 2
po3kiiazioM) [3aKOHHM YKpaiHU CTOCOBHO Face to face PeanizyBatu bJ] HopmaTtuBHOi THXKHS
2rox.)  paxucty iHpopmarii 0a3u 3axucTy 1HPOpMaIi. BKJIFOYHO
(3rox.)
Twxk.3  [Tema 2. CyuacHi aaropurmu Jlexuist / [Ipesenraris [7] CamocrTiitHO OIpaltoBaTi 4 6amu | CamocriitHa
(3a kpunrtorpadii Face to face [31] MaTepiair: pobora 10 4
po3kiagoM) (CuMeTpuyHa KpUITOTpadis. 3acTOCYBaHHS iICHYIOUYHX THXKHS
(2ron.) [@akTopu BiA AKHX 3aJI€KHUTh 3aKOPJIOHHUX Ta YKPaiHCbKUX BKJIIOYHO
Oe3neka, 3a0e3nevyBaHa CyYaCHUX CUMETPUYHUX
TPaJULIHHOI0 KpUNTOrpagiero . QITOPUTMIB MIU(PYBaHHS
O6macTi 3acTOCyBaHHS. (4 ronm.)
[Mnardopmu. [[onaTkoBI BUMOTH.
Mepexa @eimrena. DES. JICTY
28147:2009. AES.
CTYVY 7624:2014 (Kanuna).
Twx.4  [Tema 2. CyuacHi anropurmMu Jlexuist / [Ipe3enranis [1-6] CamocTiitHO OIpaloBaTi 4 6amu | CamocriiiHa
(3a kpunrTorpadii Face to face [31] MaTepia: pobora 10 4
po3kianom) [HecumerpuuHa (acuMeTpuyHa, 3 3acToCyBaHHS iICHYIOUHX THXKHS
(2rox.)  BIOAKPUTHUM KIIIOUEM) 3aKOPAOHHUX Ta YKPaiHCHKHUX BKIIIOUHO

kpuntorpadis. OCHOBHI BUMOTHU
110 QJITOPUTMIB aCUMETPUYHOTO
mudpyBanHs. OCHOBHI criocoou
BUKOPUCTaHHS aJITOPUTMIB 3
BITKPUTHM KJIIOUEeM. AJITOPUTM
RSA. Anroputm Jliddi-

Xemnmvana. JICTY4145:2002

CY4YaCHHUX aCUMETPHUYHUX
QITOPUTMIB MU (PYBaHHS

(4 ronm.)




Twxk.3,4 [Tema 2. Cy4yacHi anropuTMu Jlabopatopua| Meroaununi | [29, 30, 31] CaMocTiitHO ompaIroBaTu 8 6anis | CamocriiiHa
(3a Kpunrtorpadii pobota/ | pekoMeHaamii MaTepiai: pobota 10 4
po3kianiom) (CUMETpUYHI aJTOPUTMHU Face to face Knacuuni anroputmu THXKHSA
(2roa.) [mudpysaHHS. g pyBaHHS. BKIIIOUHO
(3roxm.)
Tux.5  [Tema 3. I'enepaTopu Jlexis / [Ipesenrarris [1-6] CaMOCTIIHO OTpaIfoBaTH 4 6amn | CamocTiiiHa
(3a BUIATKOBUX YHCE] TA Face to face [31] MaTepiai: pobota 10 6
pO3KJIaioM) [aBTeHTH(piKallist Jocniautu icHyr04i reHepaTopu THXKHSA
(2ron.) [eHeparopu BHUIIQJKOBUX YHUCEIL. BUITA/IKOBUX YHUCEIL. BKJIFOYHO
Bumoru 10 BUNIQAKOBUX YHCEIL. (4 ron.)
JIxepeia BUITAIKOBUX YUCET.
["enepaTopu 1MceBIOBUNAAKOBHX
uucen. Kpunrorpadgiuao ctBopeHi
BUITATKOBI urcia. Pexxum Output
Feedback DES. ANSI X9.17
Tmxk.6 Tema 3. 'enepaTopu Jlexuist / [Ipesenrartis [1-6, 10] CaMOCTIHO OTpaIfoBaTH 4 6ann Camocriiina
(3a BHIAIKOBHX YHCE] T Face to face [31] MaTepia: pobota 110 6
PO3KJIaZIoM) [aBTeHTH(piKamis JocniuTh icHy04i Cy4acHi THKHS
(2ron.) |ABrentudikauis. I[Ipotokomaun MIIXOAM 10 aBTeHTU(IKAaIi] BKJIFOYHO

aBTeHTU(iKalliil. Bukopucranus
CUMETPUYHOTO MHU(pPYyBaHHS.
[Tporoxon Hunxema it lpenepa.
[Tporokon lennunra. [Ipotokon
aBTeHTHU(]IKaIII] 3 BUKOPUCTAHHSIM
KBUTKA. Bukopucranus
mQpyBaHHS 3 BIAKPUTHM
KkiroueM. [Iporokon
aBTEHTU(IKAIlii 3 BUKOPUCTAHHSIM
ABTEHTHU(IKaLIHHOTO cepBepa.
[TpoTokoun aBTeHTHIKALIT 3
BukopuctanasiM KDC. OnnobiuHa
aBTeHTU(]IKaIs. BukopucTanus
CUMETPHYHOTO MHU(PYyBaHHS.
Bukopucranss mm@pyBaHHs 3

BIIKPUTHM KJTIOUEM

(4 ron.)




Twxk.5,6 [Tema 2. Cy4yacHi anropuTMu Jlabopatopua| Meroaununi | [29, 30, 31] CaMocTiitHO ompalroBaTu 10 GamiB | CamocTiiiHa
(3a Kpunrtorpadii pobota/ | pekoMeHaamii MaTepiai: pobota 10 6
po3KiIaioM) |ACHMETPUYHI aITOPUTMH Face to face 3acTOCYBaHHSI Cy4yaCHUX THXKHSA
(2rom.)  [mudpyBaHHs ACUMETPUYHHX aITOPUTMIB BKIIIOUHO
mudpyBaHHS.
(3rom.)
MaxkcuManbHa KUTBKICTh 6amiB 3a 3MicToBUM MojyneM 1| 50 6ani
3micToBHUI Moayab 2. 3axucT iHpopManii B KOMII'IOTEPHUX MepeKax
Tuxk.7 Tema 4. I'em-gpynknii, MAC- Jlexuist / [IpesenTaris [6, 9] CaMocTiitHO ompalroBaTu 3 6anmn Cawmocriiina
(3a KOIH Ta UGPOBUIi miamuc. Face to face [31] MaTepiar: pobora 110 8
posknagom) [[em-QyHKuii i Koau Ormsi iICHYIOUUX aJTrOpPUTMIB THXHSA
(2ron.) aBrenTH(iKaIii MOBITOMIIECHD — noOy10BH TenI-PyHKITH 1 KOiB BKJIFOUHO

MAC. . Bumoru no rem-¢yHKIIii.
[TpocTi rem-¢yHKIii.
Kpunroananis rem-QyHKIIIH.
BukopucTaHHS JIAHIIOKKA
sam@posanux Onoki. SHA-1 i
MDS. SHA-2. ACTY

7564:2014 (Kynuna). Konun
aBTeHTH(]IKaIII] TOBITOMIIEHD —
MAC. Bumoru no MAC. MAC nHa
OCHOBI aJITOPUTMY CUMETPUYHOTO
mdpysanHsi. MAC Ha ocHOBI
rem-¢gynkuii. HMAC

aBTeHTU(]IKaI] OB AOMIIEHD —
MAC
(4 ronm.)




Tux.8  [Tema 4. I'em-gpynknii, MAC- Jlexis / [Ipes3enTaris [6, 9] CaMocTiitHO ompaIroBaTu 36amu | CamocriiiHa
(3a KoaH Ta UGPOBUIi miamuc. Face to face [31] MaTepiair: pobora 110 8
po3kiagom) [[udposuii mianuc. Bumorn no Oruisi ICHYIOYUX aITOpPUTMIB THXKHS
(2ron.) mudposoro miamucy. [Ipsmi i 1 pOBOro MiAMKCY. BKIIIOUHO
apOiTpaxkHi TM(POBI M MUCH. (4 ron.)
TexHoorii apOiTpaxHOTO
udposoro mianucy. CumerpuuHe
g pyBaHHs, apoiTp 6aunuTh
noBinomieHHS. CUMETpUYHE
mudpyBaHHs, apOoiTp HE OAYHTH
nosigomieHHs. Lludpysanus
BIIKPUTUM KJIIOUeM, apOiTp He
0aunTh moBigoMieHHs. CTanmapT
rupposoro mianucy DSS.
Crannapt quQppoBOro miANUcy
CTYVY 4145-2002.
Tux.7,8 [Tema 4. I'em-pynxuii, MAC- Jlabopatopua| Meroamuni | [29, 30, 31] CaMoOCTiitHO ompaIroBaTu 6 6amiB | CamocriiiHa
(3a KOoau Ta nudpoBUii miamuc. poborta/ | pekomeHmamii Marepia: pobota 10 8
posknanom) [[‘eHepaTopu niceBaoBUIaaKOoBUX | Face to face 3acTocyBaHHS CydyaCHHX THKHS
(2rom.)  (aucen. T'em-yHKII. TeHepaTopiB MCEBIOBUITAIKOBUX BKJIFOUHO
YHUCEIN Ta Ten-QyHKITIH.
(3rom.)
Tuxk.9 Tema 5 Po3noain kiaro4iB Ta Jlexuist / [Ipe3enTaris [6, 9] CaMocTiiftHO ompalroBaTu 3 6anmn Cawmocriiina
(3a TeXHiYHUi 3axucT ingopmanii Face to face [31] MaTepiai: po6ota 10 10
po3kiagoM) [Po3moaia Kito4iB. ANTOPUTMH 3acTocyBaHHS PO3MOALTY KITIOUiB THKHSA
(2ron.)  po3moAlTy KIIOUIB 3 (4 rom.) BKJIFOYHO

BUKOPUCTAHHSIM TPETHOI JOBIPEHO]

ctopornu. PKI. X.509.
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Tux.10
(3a
pOo3KIIaioM)
(2ronm.)

Tema S Po3noaia kiro4iB Ta
TeXHIYHMI 3axXuCT iHdopmanil
TexHiuH1 3aco0W 3HIMaHHS T
3axucTy iHdopmanii. Metoau i
3aco0H HECaHKIIIOHOBaHOTO
oJiepxkaHHA iHpopMarii 3
TEXHIYHUX KaHaliB OTPUMaHHS
iHdopmarrii. 3acodu
rpoHuKHEHHs. [Ipuctpoi
[IPOCIYXOBYBAaHHS MTPUMIILIECHb.
[TpucTpoi 1 MPOCITyXOBYBaHHS
TeneoHHuX TiHiA. Metonu i
BacoOu ImiakiIroYeHHs. Mertoau i
3acoOu BiJJIAJIEHOTO OJIeP>KAHHS
iHdopmarii. Jucraninuuit
crpsiMoBaHui Mikpo@oH. Cucremy,
CXOBAHOTO B1/I€0CTIOCTEPEIKEHHS.
AKYCTUYHUM KOHTPOJIb
MPHUMIILIEHb Yepe3 3acoou
Tes1e(hOHHOTO 3B'SI3KY.
[lepexoruieHHs e1eKTPOMarHiTHUX
BUIIPOMiHIOBaHb. TexHIUHI
MeTO/IU 1 3aCO0U 3aXHCTy
iH(popmaii. Knacudikaris
TEXHIYHUX 3aC001B 3aXUCTY.
TexHiuHI 3ac00H 3aXHUCTY
TepUTOPii i 00'€KTiB. AKYCTHUYHI
BacoOu 3axucty. OcoOIMBOCTI
BaXHCTY BiJl Pa/1i03aKIaa0K.
3axuCT JiHIN 3B'I3KY.
ExpanyBaHHsI IPUMIIIICHb

Jlekwis /
Face to face

[Ipes3enTaris

[6, 9]
[31]

CamocTiitHO OIpaltoBaTu
Marepiai:
3acTOCyBaHHSI Cy4aCHUX METO/IIB
3HIMaHHS Ta TEXHIYHOTO 3aXUCTY
iHpopmarii
(4 ron.)

3 oanmn

Cawmocriiina
pobota g0 10
TUKHS
BKJIFOYHO

Twx.9,10
(3a
PO3KIAIOM)
(2 ronm.)

Tema 4. T'em-gpynkuii, MAC-
KOoAU Ta nudpoBUii mianuc.
ABTeHTHIKAIls] KOPUCTYBaya 1
€JICKTPOHHHUM IU(PPOBHIA i AMHC

Jlaboparopna
pobora /
Face to face

MeronnyHi
pexoMeHaamii

[29, 30, 31]

CaMoCTIifHO OTpaIfoBaTh
Marepiai:
3acTocyBaHHS €JIEKTPOHHOTO
ru(poBOTO MIANUCY IS
aBTeHTHU(IKaLlii KOPUCTYBaUiB

(3rox.)

6 OaniB

CawmocriitHa
po6ota a0 10
THKHS
BKITIOYHO
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Twxk.11  Tema 6. Kpuntoanasnis Ta Jlexis / [Ipes3enTaris [6, 9] CaMocTiitHO ompaIroBaTu 36amu | CamocriiiHa
(3a MepeskeBa fe3meka Face to face [31] MaTepia: pobora 0 12
poskianom) [Kpunroananis. AudepeHiiaaisHuit Oruisi ICHYIOYUX aITOpPUTMIB THXKHS
(2rom.) i miHIWHUN KpUNTOaHami3. ATaka KpPUINITOAHATI3Yy ACUMETPUYHUX BKIIIOUHO
"3ycTpiu mocepeauHi". ATaku Ha AJITOPUTMIB Ha ETINTUIHUX
BapiaHTH 31 3MEHIIEHUM YHCIIOM KPUBHX
paynaiB. Kpunroananiz (4 Ton.)
QITOPUTMIB 3 BIIKDUTUM KITFOUEM.
Kpunroanainiz RSA
Tux.12  Tema 6. Kpunroanasi3 Ta Jlexuist / [IpesenTaris [6, 9] CaMocTiitHO ompalroBaTu 3 6anmn Cawmocriiina
(3a MepeskeBa fe3meka Face to face [31] MaTepiai: pobora 0 12
pO3KiIaoM) |[BBeIeHHS B MEpEXKHY O€3MEKy Jocnimxenns GyHKIIH CydacHOTO THXKHSA
(2ron.) [laTepHer. Bipycwu it aHTHBIpYCH. aHTHUBIpyCYy BKJIFOYHO
Kiacu mepexeBux atak. ATaku, (4 ron.)
MOB'sI3aHi 3 PO3CUIIAHHSAM BIPYCIB,
XpoOakiB, KPOJIUKIB, TPOSHCHKUX
KoHel. Ataku poTokoniB SMTP,
IMAP, POP3 i NNTP. Ataku FTP,
Telnet, Finger, TFTP. Ataku
ckanyBaHHs1. DoS/DDo0S-araku.
JledexTr mporpaMHOTO
3abe3neueHHs. CorianpHa
imkeHepid. OnepariiiHa cuctema.
YpaznuBocTi i matku. Hacmiaku
3apaX€Hb KOMIT'IOTEPHUMU
Bipycamu. Knacudikartis BipyciB.
MeToau 3aXUCTY BiJI IIKIIJTUBHX
nporpam. Oprasi3zaiiifHi METOAH.
[Tonituka Ge3neku. TexHiuH1
MeToau. Knacudikarmis
aHTHBIpYCiB. Pexxumu pobotu
AQHTHBIPYCIB
Twx.11,12 [Tema 6. Kpuntoananis ta Jlaboparopra| MeroanuHi [29, 30, 31] CaMOCTIiiftHO ompaIroBaTu 6 6amiB | CamocriiiHa
(3a Mepe:keBa Oe3neka pobora/ | pekomeHaamii maTepiai: poboTa 1o 12
poskianom) [KpumnroaHais. Face to face 3acTOCyBaHHSI aITOPUTMIB THXKHSA
(2 ron.) KpUNTOAHAJI3y BKJTIOYHO
(3rox.)
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Tuxk.13
(3a
PO3KIAIOM)
(2 ron.)

Tema 7. AAMiHicTpYBaHHS,
0e3nexa onepaniiHUX CHCTEM,
creraHorpadis ta 6iomeTpis.
AIMiHICTPaTUBHUI PiBEHb
iH(hopMaliiiHOT Oe3meKu.
[MTomituka 6e3neku. BS
7799:1995. IIporpama Ge3mekH.
CuHXpoHI3alis TporpaMu
0E3MeKH 3 KUTTEBUM LIUKIOM
CHCTEM

MexaHi3MU pO3rOpTaHHS
MepexHOI IHPPACTPYKTYpH HA
ocuosi OC Windows Server
2019 / Windows 11.
3abe3neueHHs Oe3nexu
30epiranns qanux B OC
Microsoft. Ilentp 3a0e3neueHHs
oe3nexu (Windows Security
Center) B omepaliifHiii cuctemi
Windows 11

Jlekwis /
Face to face

[Ipe3enraris

[6, 9]
[31]

CamocTiitHO oIpaloBaTu
Marepiai:
dopmyBaHHSI Ta 3aCTOCYBaHHS
TIOJIITUKH OC3TeKH

(4 ron.)

3 oanmn

Cawmocriiina
pobota g0 14
TUXKHS
BKJIIOYHO
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Twxk.14  Tema 7. AAMiHicTpyBaHHS, Jlexis / [Ipe3enTaris [6, 9] CaMocTiiftHO ompalroBaTu 36am | CamocriiiHa
(3a 0e3meka onepamiiitHux cucrem, | Face to face [31] MaTepiai: pobora o 14
pO3KJIaZioM) [cTeraHorpadis Ta 6iomerpisi. 3acTocyBaHHS METO/IIB THXKHSA
(2rox.) (Creranorpagis. Cyuacue creraHorpadii Ta METOIB BKJIFOUHO
3aCTOCYBaHHA cTeraHorpadii. 6iomerpii
Krnacudikariisi CTEroCucTeM. (4 ron.)
be3kII04Y0B1 CTErocucTeM.
CrerocucTeMu i3 CEKPETHUM
KitoueM. CTEerocucTeMH 3
BiJIKPUTUM KITFOUEM.
Kiacudikaris meTomiB
npuxoBaHHs iHdopmarrii. TekcTosi
creranorpagu. Metoau
nepekpydyBaHHs Gopmary
TEKCTOBOTO IOKYMEHTA.
CHHTaKCUYHI METOIH.
CemaHnTH4HI MeTOA. MeToau
reHeparii CTeraHorpam.
[TpuxoBaHHS JaHUX Yy 300pa’KeHHI
¥ Bigeo. [IIMpOKOIOIIOCHI METO/IH.
CraTtucTuuHl MeToau. Meroau
nepekpydyBanHsa. CTpyKTypHi
Metonu. [lpuxoBanns iHpopmarii
Y 3ByKOBOMY CEpPEIOBHIIII.
Cratnuni MeTou OiomeTpii.
WHaMIYHI METOJU O10MeTplii.
Twxk.13,14 [Tema 7. AnminicTpyBaHHs Ta Jlabopatopua| Meroaununi | [29, 30, 31] CaMoOCTiiftHO ompaIroBaTu 8 baym | Camocriiina
(3a creraHorpadgis. pobota/ | pekomeHaamii MaTepiai: pobora g0 14
po3kinagom) [IporpamHi 3aKIaaKy. Face to face 3acTocyBaHHS IPOrPAMHUX THXKHSA
(2ronm.) |KmaBiaTypHHIA IIMKATYH. 3aKJIaI0K Ta KJIaBlaTypHHUX BKJTFOYHO
Creranorpadis. mmuryHiB. Peamizaris
creraHorpadiyHUX METO/IIB
(4 rom.)
MaxkcumanbpHa KiTbKiCTh OaiiB 3a 3MicTOBHUM MoyJieM 2 | 50 Oami
0 GamiB

MakcumanbHa KUTBKICT OalliB 3a 3aJliKy
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11. CucreMa OIiHIOBAHHSA TA BUMOTH

Buu KOHTPOJIIO: TOTOYHUH, IMiICYMKOBUH.

MeToau KOHTPOJIIO: CIIOCTEPEKCHHS 32 HABUAIBHOIO JIISUTBHICTIO, YCHE OMUTYBAaHHS, TUCBMOBHI KOHTPOIIb, TECTOBUH KOHTPOJIb.

®opma miIcyMKOBOr0 KOHTPOJIIO: 3aTiK.

KoHTposnb 3HaHb 1 yMiHb (IOTOYHUH 1 MIJCYMKOBHI) 3 TUCHUILTIHA «Teopis 3axucTy iHGopMaIlii» 3A1HCHIOETHCS 3T1IHO 3 KPEAUTHOI TpaHCchepHO-
HAKOMHUYYBaJbHOIO CUCTEMOIO OpraHizallii HaBYaJbHOTO Mpolecy. PeHTUHT cTyneHTa i3 3aCBOEHHS AUCLUUIUIIHM BU3Ha4YaeThes 3a 100-0aibHOIO IIKAJIOKO.
BiH ckiamaeThest 3 peUTHHTY HaBUAIBHOI poOOTH (3aCBOEHHS TEOPETUYHOTO Martepially IiJl 4ac ayIUTOPHHUX 3aHSATh Ta CaMOCTIHHOI poOOTH, BUKOHAHHS
nabopatopHUx poOiT), IS OlliHIOBaHHS K01 pu3HavyaeTbess 100 6amis, Ta 3amiky, MaKCUMaJIbHA OIliHKA 3a sSKui ckianae O Oais.

Po3nmoaij 0aiB, IKi OTPUMYKOTh CTYACHTH IIPH BUBYeHHI qucuuiuiing «Teopist 3axucTy iHdopmauiny

[ToTouHHUI KOHTPOJIb Ta caMOCTiiiHa poboTa

3micToBUN MOAYTH | 3MICTOBUN MOIYIH 2 3amik Cyma

T1 T2 T3 T4 T5 T6 T7

J1 | JI2 | JIP1 | JI3 | JI4 | JIP2 | JIS | JI6 |JIP3 | JI7 | JI8 |JIP4 | JI9 | JI1O | JIPS | JI11 | JI12 | JIP6 | JI13 | JI14 | JIP7

4 4 8 4 4 8 4 4 10 3 3 6 3 3 6 3 3 6 3 3 8

50 50 0 100

[Mpumitka: T1, T2,...,T7 — rema, JI — Teopernuni (nexuiiini) 3ausatts, JIP — mabopaTopHi 3aHATTS

HIkauaa ouinoBanusa: HagionajdbHa ta EKTC

CymMa 6aiiB 3a BC1 BUAM HABYAITBHOI JTISTTEHOCTI Ominka €EKTC O11iHKa 3a HAllOHAJIILHOIO IIKAJIOI0
90-100 A BIIMIHHO
82-89 B
74-81 C obpe
64-73 D )
60-63 5 3aJ0BLIILHO
35-59 FX HE3aJJ0BUIHO 3 MOKJIMBICTIO TOBTOPHOTO CKJIa/IaHHs
1-34 F HE3a/I0BUIBHO 3 000B’SI3KOBUM MOBTOPHUM BUBYCHHSIM JAUCITUTUTIHI

Kpumepii oyinosanns. ExBiBaJIeHT OIIHKKA B Oanax i KOXKHOI OKpeMOi TeMH MoOke OyTH DPI3HHM, 3arajibHy cymy OalliB 3a TeMy BH3HA4Y€HO B
HaBYAJIBHO-METOANYHINA KapTi. Po3mozin GaniB Mixk BUIaMU 3aHATH (JIeKiii, 7a00paToOpHi 3aHATTSA, CaMOCTiHHA POOOTa) MOMUJIMBHHA HUISIXOM CIUIEHOTO
MPUAHATTS PIIlICHHS BUKJIa/1a4ya i CTYJICHTIB HA MEPIIOMY 3aHSTTI:

OuiHKY «BiaMiHHO» (90-100 0axniB, A) — 3aciIyroBye€ CTYJI€HT, KUl

— BCe0IYHO, CHCTEMAaTHYHO 1 IITMOOKO BOJIOIi€ HABYAILHO-TIPOTPAMOBUM MaTepiaioMm;
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— BMi€ CaMOCTIHHO BUKOHYBATH 3aB/IaHHs, Tepe0adeHi MporpamMmoro, BAKOPUCTOBY€E HAOYTi 3HAHHS 1 BMIHHS Y HECTAaHIAPTHUX CUTYAIlisX;

— 3acBOiB OCHOBHY 1 03HAHOMJICHHII 3 101aTKOBOIO JITEPaTypoIo, sIka peKOMEH0BaHa MTPOrPaMoIo;

— 3acBOIB B3a€MO3B'SI30K OCHOBHHX TOHATH JUCIHILTIHU Ta YCBIIOMITIOE IX 3HAa4YeHHs IS mpodecii, Ky BiH Ha0yBae;

— BIJIBHO BUCJIOBIIIOE BJIACHI TyMKH, CAMOCTIHHO OIIIHIOE PI3HOMAHITHI KUTTEBI SBUINA 1 (PaKTH, BUABIISIIOYN OCOOUCTICHY MO3HIIIIO;

— CaMOCTIfHO BH3HA4Ya€ OKpeMi I[iJIi BJIACHOI HABYAIBHOI MISUIBHOCTI, BUSBHB TBOpPYi 3110HOCTI 1 BUKOPUCTOBYE iX MpPHU BUBYECHHI HABYAIBHO-
MIPOrpaMoOBOro MaTepiaiy, MPOsIBUB HAXUJI 10 HAYKOBOT pOOOTH.

OLIiHKY « 100pe» (82-89 6auiB, B) — 3aciyroBye CTyI€HT, KUl

— MIOBHICTIO OIMAaHYBaB 1 BUIHHO (CaMOCTIHHO) BOJIOJII€ HAaBUYAJbHO-TIPOIPAMOBHM MaTepiajioM, B TOMY YHCJl 3aCTOCOBYE HOro Ha IMpPaKTHIll, M€
CHCTEMHI 3HaHHS JIOCTaTHHOMY 00Cs31 BIIIOBITHO 0 HABYAIBHO-IIPOIPAaMOBOTO MaTepialy, apryMEHTOBAaHO BUKOPUCTOBYE iX y PI3HUX CUTYyaIlisX;

— Mae 3JIaTHICTh JI0 CAMOCTIMHOTO MOITYKY 1H(pOpMAIIii, a TAKOXK JI0 aHaJli3y, MOCTAHOBKH 1 PO3B'sA3yBaHHs MPo0IeM mpodeciitHOro cupsiMyBaHHS;

— i Yac BIAMOBII JOIMYCTHB JESKI HETOYHOCTI, SIKI CAMOCTIHHO BUIpABIs€, IOOMpA€E MEPEKOHJIMBI apryMEHTH Ha ITiITBEP/KEHHS BHBYCHOTO
Marepiany;

OLiHKY «100pe» (74-81 6au, C) — 3aciyroBy€ CTyJIEHT, SIKUM:

— B 3arajJjbHOMY poOOTy BUKOHAB, aji¢ BIMOBIAE HA 3aJIIKy 3 IEBHOK KIJTBKICTIO TTOMHIIOK;

— BMi€ TOpIBHIOBATH, Y3araJlbHIOBAaTH, CHCTEMAaTHU3yBaTH iH(OpMAIiI0 MiJ KEpiBHUITBOM BHKIAJaya, B IJIOMYy CaMOCTIHO 3aCTOCOBYBaTH Ha
MPaKTHII, KOHTPOJIFOBATH BJIACHY MisUTbHICTB;

— OMaHyBaB HaBYaJbHO-TIPOTPAMOBHI MaTepiay, YCIIIIHO BHKOHAB 3aBJaHHsA, NepeAadadyeHi MporpaMolo, 3acBOiB OCHOBHY JITeparypy, sKa
pPEKOMEHI0BaHa MPOTrPaMoro;

OLiHKY «3a10BiJILHO» (64-73 6aau, D) — 3acayroBye CTyJEHT, IKUA:

— 3Ha€ OCHOBHUH HaBUYAIBHO-TIPOTPAMOBHIA MaTepiai B 00cs31, HEOOX1THOMY JIJISl TIOJIAJIBIIIOTO HaBYaHHS 1 BUKOPUCTAHHS HOT0 y MallOyTHIH mpodecii;

— BHUKOHY€ 3aBJJaHHS, aJie TIPU PIIICHH] JIOMYyCKa€e 3HAYHY KiJIbKICTh MOMUJIOK;

— O3HAMOMJIEHHIA 3 OCHOBHOIO JIITEPaTypoIo, sIKa peKOMEHI0BaHa MTPOrPaMolo;

— JIOITYCKA€ Ha 3aHATTAX UM 3aJ1iKy TIOMIJIKA TIPY BUKOHAHHI 3aBIaHb, aJie I1iJl KEPIBHUIITBOM BHKJIa/1a4a 3HAXOAUTH IIUISIXHU 1X YCYHEHHSI.

OLIHKY «3a10BiJIbLHO» (60-63 6am, E) — 3aciyroBye CTyJI€HT, SIKUMA:

— BOJIOZIIE OCHOBHUM HaBUYAJILHO-IIPOIPAMOBUM MatepiaioM B 00cs31, He0OXiTHOMY /ISl TIOAANBIIOT0 HaBYAHHS 1 BUKOPHCTAHHS HOTro y MaiOyTHii
npodecii, a BUKOHAHHS 3aBAaHb 33/10BOJIbHSAE MiHIMAIbHI KpUTEpii. 3HAHHS MAaIOTh PENPOAYKTHUBHHM XapakTep.

OliHKA «He3a10BiILHO» (35-59 6aniB, FX) — BUCTaBIA€THCS CTYCHTY, IKU:

— BUSIBUB CYTT€BI MPOTAJMHH B 3HAHHAX OCHOBHOTO MPOTPAMOBOTO MaTepiany, IOMYCTHUB MPHUHIMIIOBI TMOMWJIKM y BUKOHAHHI MependadyeHux
MIPOTPaMOIO 3aBIaHb.

OLIiIHKY «He3aA0BlILHO» (35 0auiB, F) — BUCTaBIsIETHCA CTYIEHTY, SIKHM:

— BOJIOZIi€ HABYAJIBHUM MaTepiaJioM TUIBKH Ha PiBHI €JIEMEHTAPHOTO PO3Mi3HABAHHSA 1 BIATBOPEHHS OKpeMHX (PaKTiB a00 HEe BOJIOJII€ 30BCIM;

— JIomycKae rpy0i MOMUJIKY MPY BUKOHAHHI 3aBJaHb, epe0ayeHnX Iporpamoro;

— HEe MOXE MPOJIOBXYBaTH HaBYaHHS 1 HE TOTOBHH 10 MPOQECIHOT MisSUTBHOCTI Micis 3aKiHYEHHS YHIBEPCUTETy 0e3 MOBTOPHOTO BHBYCHHS JaHOL
JIUCLAIUTIHHA.
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